Section 3.4

Logon And Logoff CCMS

Getting Started For Terminal Operations

LOGON AND LOGOFF CCMS

INTRODUCTION:

This section mainly explains the procedures for connecting to and disconnecting from CCMS (i.e.
logon and logoff CCMS).

1. Logon CCMS:

This function enables CCMS users to connect the CCMS or CCASS Terminal (collectively called
“C3T”) to CCMS or CCASS during service hours in order to access CCMS functions.

2. Logoff CCMS:
This function is used to disconnect from CCMS or CCASS. CCMS users should logoff from
CCMS after performing required CCMS functions and before leaving their C3T to prevent any
CCMS functions from being accessed by unauthorised persons.

The below sections provide detailed procedures for the following functions:

A. Logon to CCMS

B. Logoff from CCMS
C. Inactivity Timeout
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A. LOGON CCMS

Before starting the logon process, please make sure that a smartcard (provided by
HKEX) is ready. Without a smartcard, the C3T cannot be used to communicate with
CCMS or CCASS.

- asmartcard is unique to individual user.

- auser can use any of his/her belonging participant’'s C3Ts to access CCMS
with his/her smartcard.

- after successful logon, the smartcard can be removed from the smartcard
reader for security purpose.

OPERATION STEPS:

1. Switch on the C3T (including the monitor, the modem and the printer).
2. Launch Internet Explorer.
3. Insert your smartcard into the smartcard reader.

4, Type the CCMS/CCASS URL https://www.ccass.com into the box next to the
address field.

5. Click ‘OK’ when you see the following pop-up Security Alert window.

Security Alert |
Y'ou are about bo wiew pages over a 2ecure cohnection,
:J.

Ay infarmation pou exchange with thiz zite cannat be
wigwwed by anvone elze on the Web,

[T In the future, do not show this warming

Mare [nfo |
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6.

Select checkbox ‘Do not show this again for apps from the publisher and location
above’ then click ‘Run’ so that the message box will NOT appear during your next

logon session.

-

Do you want to run this application?

Name: HKEx CCASS3 Terminal

Publisher: Hong Kong Securities Clearing Compan ...

Location: https://www.ccass.com

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

[ ] Do not show this again For apps from the publisher and location above

e

g More Information i Run [ Cancel ]

-

The following screen will be displayed while CCMS or CCASS is connecting to the

smartcard reader. Please wait until the next screen appears.

HKE X

&8 X 8 A

TERMINAL FUNCTIONS

BEFORE ENTERING PASSWORD.

AGAINST OFFENDERS.

Connecting to Smartcard
Reader ...

&

HONG KONG EXCHANGES AND CLEARING LIMITED

WELCOME TO CCASS/3

PLEASE INSERT YOUR SMARTCARD INTO THE READER

IF YOU ARE A FIRST TIME USER, PLEASE PRESS HERE
TO INITIALISE YOUR SMARTCARD.

UNAUTHORISED ACCESS AND USE ARE PROHIBITED,
HKEX RESERVES THE RIGHT TO TAKE ACTIONS

h

®100% ~

SraAl T T

CCMS Terminal User Guide - For Participants 07/2016

343



Section 3.4

Logon And Logoff CCMS

7. If you log on CCMS or CCASS for the first time, please initialise the smartcard as
follows:

a) Click the word 'HERE' in the following logon screen.

File Edit View Favorites Tools Help

"HKEX

&8 X5
WELCOME TO CCASS/3
TERMINAL FUNCTIONS

PLEASE INSERT YOUR SMARTCARD INTO THE READER
BEFORE ENTERING PASSWORD.

IF YOU ARE A FIRST TIME USER, PLEASE PRESS HERE
TO INITIALISE YOUR SMARTCARD.

UNAUTHORISED ACCESS AND USE ARE PROAMIBITED,
HKEX RESERVES THE RIGHT TO TAKE ACT)ONS
AGAINST OFFENDERS.

PASSWORD: ||

If you are a first time user, ctions
please click the word 'HERE'. [t Download

R100% ~
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b) Enter a smartcard password (6-8 digits) twice in the following screen and click the
‘Initialise’ button.

"HKEX
EEXBA

HONG KONG EXCHANGES AND CLEARING LIMITED

WELCOME TO CCASS/3

TERMINAL FUNCTIONS
f @ https://www-externaI.&Z.comhﬁg}/mﬁp_%omthn)i:' _pin.... lilﬂ]g‘
EERER

Please insert your smartcard into the reader and enter a password (6 to 8-digit number) for

your smartcard.

Nrvas s “ l Enter a
smartcard
New Password (Re-enter) : ] | password

| Initialise || Refresh |

Then click the
'Initialise’ button
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¢) The following screen will be displayed when the initialisation process has

completed.
Ploass Insort yo Microsoft Internet Explorer 6 to U.digit
numbar) for yey & Smartcard hag alieady been nitalzed before
Hew Password ;
Hiew Password |
Initialize | Fafrash
8. Enter your smartcard password.
9. Click 'Online Functions' button to access CCMS.

File Edit View Favorites Tools Help

"HKEX

EEXBM

Enter password

HONG KONG EXCHANGES AND CLEARING LIMITED

WELCOME TO CCASS/3
TERMINAL FUNCTIONS

PLEASE INSERT YOUR SMARTCARD INTO THE READER
BEFORE ENTERING PASSWORD.

IF YOU ARE A FIRST TIME USER, PLEASE PRESS HERE
TO INITIALISE YOUR SMARTCARD.

UNAUTHORISED ACCESS AND USE ARE PROHIBITED,
HKEX RESERVES THE RIGHT TO TAKE ACTIONS
AGAINST OFFENDERS.

PASSWORD |

Online Rynctions

)emﬁ Report Download

Then click the
'Online Function'
button

#100% ~
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10.

The broadcast message prompt screen will be displayed when you log on to CCMS
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or CCASS successfully.

neral En
ck Borr

Payment Instruction

)Cash Prepayment

Sto ] Lending
ction

o

[Corp Voting Instruction
i : ;

Report Profile Maintenance
Wiew Circular

Last access on 30-Apr-02 at 15:28:45  B0O350401
Maintain Broadcast Site Map Broadoast Message  Repart Dovrload MMEE 01

Message Announcemert Change Print  Logout 30-Apr-02
Information Pazsword 15:43

Enquire Broadcast Message Prompt

Market Code ALL =

Broadcast Message Type @ Al Informative { Event Completion ! Emergency

EI Refresh |

E

@ Applet loaded,

l_ E |4 Intemnet

<END OF LOGON CCMS>
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B. LOGOFF CCMS

OPERATION STEPS:

1. At any CCMS function screen, click the 'Logout’ hyperlink on the Quick Link Paths at
the Title Frame.

BO350401

Enqg Settlement Act f Status Maintain Broadcast Site Mag Broadoast Message  Report Dovwnload MMBE 01
Delivery Instruction (DI} Message Announcement Change Print  Logout 30-Apr-02
Information Pazsword 15:45

AIC Transfer Instr (ATIp
Settlement Instruction (S1)
Investor Stm Instr {151}

ISI Counterparty List Market Code ALL 2
Payment Instruction

Enguire Broadcast Message Prompt

Broadcast Message Type @ an € Informative ¢ Event Completion { EmeYgency

Stock Borrowing / Lending LiStl Fefrash |

SEL Bulletin Board
(General Stock Collateral

Click the
Login Withdrawal Order I|_OgOUtI

Election Instruction hyperl ink

Subszcription Instruction

Instruction
EIPO Application
Tender Instruction
[Corp Communication
Upload Batch File
Report Profile Maintenance
Wiew Circular

|@ Start: applet not initialized. l_ E |° Internet
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. ' . . .
2. Click the 'OK' button in the following prompt.

eneral Enquiries BO350401

nq Settlement Act / Status Maintain Broadcast Site Map Broadcast Message Report Dowvnlosd MMEE 01

Delivery Instruction (DI} Message Announ;ement Change Prrirt Logout 30-Apr-02

Information Pazsword 15:45

A/C Transfer Instr (ATI)

[Settlement Instruction (Sl
Enquire Broadcast Message Prompt

51 Counterparty List Market Code ALL -

Payment Instruction -

Broadcast Messan: g s  Event C o CE
ash Prepayment Microszoft Internet Explorer e ve ompletion mergency

[5tock Borrowing / Lending sh

5BL Bulletin Board @ Do pou really want to logout ? el
eneral Stock Collateral
ogin Withdrawal Order

lection Instruction

Cancel |

[Subscription Instruction
orp Voting Instruction
IPQ Application
ender Instruction
orp Communication Click the 'OK" button
pload Batch File

Report Profile Maintenance

iew Circular

@ |avascript:logout_prompt(] I_IE|° Internet

3. If you have subscribed to the Overnight Report Distribution function (ONRD), the
following screen will be displayed to remind you to logon ONRD to download the
overnight reports. Click the 'OK' button to proceed.

neral Enguiri
i
Delivery Instruction (DI}
AIC Transfer Instr (ATIp
Settlement Instruction (Sl
Investor Stm Instr (151}

Microsoft Internet Explorer
ing / Lendins
Sl vOU HAVE SUBSCRIBED ONRD, PLEASE LOGON ONRD TO DOWNLOAD
OVERMIGHT REFORTS

(General Stock Collateral

Election Instruction

Subscription Instruction

[Corp Voting Instruction

Click the 'OK' button
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4, The following screen will be displayed to inform you that logout is successful. (Note:
If you have not subscribed to ONRD, this screen will be displayed after step 2.)
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YTOUHAVE SUCCESSFULLY LOGGED OUT CCASS/3.

Fe-Logan |

=
4 | I

@] Dene I_E|% Intermet

5. Click the 'Re-Logon’ button in case you want to logon again. Otherwise, please
close the browser.

<END OF LOGOFF CCMS>
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C. Inactivity Timeout

For security purpose, CCMS is automatically logged off if a user's terminal has been
idled for about 15 minutes (i.e., inactivity timeout). This prevents any unauthorised
persons from accessing CCMS. If the terminal is disconnected due to inactivity timeout
(suggested by a message on the screen), close the browser and logon again.

-
Bi
=
| e Please close your browser and logon using the
LA - S ’ formal web site address

Report Profile Maintenance

iew Circular 3% lll
< | o 4 |»

%] Start: applet nat initialized. [ |8 [ Intemet
asm| (2] Explaring - C:\My Docume... ||@cmsszs System - Mi._. N 715PM

<END OF INACTIVITY TIMEOUT >
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