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CCASS (CCMS) Terminal Installation Procedures

1. OVERVIEW

1.1 Background

This document serves as a technical reference guide for HKSCC / HKCC / SEOCH
Participants and HKSCC Designated Banks to install and configure their PC terminal
for CCASS (CCMS) functions. This document applicable to both Participants and
Designated Banks for the installation of CCASS (CCMS) Terminals.
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2. System Requirements

2.1 PC Configuration Requirements
Highlighted below are the minimum PC configurations for CCASS (CCMS) Terminals.

Iltem Description
CPU 1GHz
Memory 2GB
HD 20GB
0S Win 10 Pro (64 bit)!
Browser MS Edge? version 94 or above
JRE Oracle JRE 8u3413
(both x86 and x64)
Software o Acrobat Reader 11 or above

e Anti-virus

Bandwidth* 1M

1 Windows 10 Pro version 20H1 or higher

2 With Internet Explorer Mode enabled for CCASS/3 Terminal website

3 One needs proper license subscription to download Oracle JRE 8u341. Please refer to details on
(https://www.oracle.com/javal/java-se-subscription.html) about Oracle Java SE Desktop subscription. And then
download Oracle JRE 8u341 from (https://www.oracle.com/java/technologies/javase/javase8u211-later-
archive-downloads.html).

4 Minimum requirement, CP should assess and evaluate its own bandwidth requirement based on

their business needs.
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2.2 Computer Virus/Worm Security Measures:

Computer virus or worms are one of the concerns in security measure of computer system.
Various security measures have been employed in CCASS (CCMS) design to protect it
from computer virus or worms attacks. Participants are reminded that their PCs should be
dedicated solely to accessing CCASS (CCMS) services as uncontrolled access to the
Internet will expose Participants’ CCASS (CCMS) Terminals to various security attacks
from the Internet. Besides, there are other potential sources of computer virus or worms
e.g. use of external storage device with CCASS (CCMS) Terminal for uploading or
downloading CCASS (CCMS) information.

In view of the above, CCASS (CCMS) Terminal users should pay attention and take
proactive action to the security measures in their own CCASS (CCMS) Terminals in the
following two areas:

Virus protection

Participants are recommended to install anti-virus software on their CCASS (CCMS)
Terminals and regularly update the virus definitions from the vendor. For CCASS (CCMS)
Terminals not connected to the Internet, in some case, the vendor may make available
the definition files daily in the Internet for download. Participants may download the
updated virus definition file with a PC with Internet access, save the file in a disk or flash
disk and install the update at CCASS (CCMS) Terminal.

Microsoft OS patch

Participants are also advised to regularly review the latest Microsoft security patches and
install them on their C3Ts accordingly. Participants may subscribe to Microsoft technical
security notifications to keep up to date about security vulnerability and patches available:
(https://www.microsoft.com/en-us/msrc/technical-security-notifications)

For CCASS (CCMS) Terminals not connected to the Internet, Microsoft security patches
can be downloaded from Microsoft Download Center (or Microsoft Update Catalogue)
separately with a PC with Internet access. Participants may then save the file in a disk or
flash disk and install the patch at CCASS (CCMS) Terminal.

Sample Procedures:

1. Go to Microsoft Download Center: https://www.microsoft.com/download or Microsoft
Update Catalogue: https://catalog.update.microsoft.com

2. Search a particular security patch with the Security Bulletins Number (e.g. MS08-078)
or Knowledge Base (KB) Articles number. (e.g. KB960714) that appears in the
security notification.

3. Follow the instructions to download and save the file to disk or flash disk.

Use the disk or flash disk to install the patch on CCASS (CCMS) Terminal. The
patches may be in different formats, please follow Microsoft’s instruction to install the
patches.
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PROHIBITED ACTIONS ON CCASS (CCMS) HOST SYSTEM:

Participants must not perform any unauthorized access or security scanning (no matter at
network, system or application level) on the CCASS (CCMS) system and any related
network device not owned by them. Any such attempt will be regarded as illegal access
or malicious intrusion to CCASS (CCMS) host system.
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3. Communication Line Setup

3.1

Connect PC Terminal with Router

Ensure the SDNet line and router are installed and configured properly by the vendor
and connect the PC to switch/router with a LAN cable. There are 3 possible options

to establish the connection.

Option 1: Single Link Connection

Router

CCASS (CCMS) Terminal Installation Procedures

Managed by Participant

Option 2: Single Link Connection with Direct Connection to Router

Router

Managed by Participant

Switch
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Option 3: Dual Link Connection

Router Router

Managed by
Participant

Switch Switch

To maintain robustness, Participants should establish contingency plan and build in resilience
to cope with emergencies and disruptions in their clearing and settlement operations. The
contingency plan should include suitable backup arrangements to prevent single points of
failure from disrupting their operations such as dual link connections (Option 3), backup site
for remote operations/communications facilities.
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4. Network Setup

Please follow procedures below for the PC terminal.

4.1 Windows IP address Configurations

1. To configure TCP/IP for the WAN Router & Ethernet Card
Connection, your need an “administrator” account. Please ensure
you have the appropriate access right.

2. Click “Search” and input “Control Panel”

3. Select “Control Panel”

4. Click on "Network and Sharing Centre"

EH Corteel PanelAll Control Pansl Bems

-+ = 4 [l » Conteed Pinel » Al Coatsnd Ping kems

- B
Adjust your computer’s settings
Ny - g & ¥ B s sl Restine By BeLo
v ETTuE & cre ge Date anid Tome -
i e s Hi Dewnces and it &) B of Acces Ce F
& Fie [ - T A Far e q
T infrare [ hics Sethin 2 ieteme ang id levn
— tos ¥ uia u'.'. I:_‘:-r' and Sk ente I
B Prne andt Mode @ o @ Progaras P Reccvery
Bz 1 Remetsapp and De setions W Sacurity s i sound
b Spech Recog = & =y e T
o Troub B Lser & f W wlender Pt
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5. Click “Local Area Connection” or "Ethernet” under “View your active networks”.

U
r
55 Centrol Paned All Cortrol Panel Remd\Netwerk and Sharing Center - o X
- © 4 55 . ContreiPanel + Al Control Panel ems + Network and Shasng Center v @ Seach Contiol Pane »
Contvod Pindd View your basic network information and set up connections
View yorur sctive netwerks
Change adapter settings
Change advanced sharng Network Access type No Intesnet sccess
settogs Pubiic network Commections[ ¥ tiremet |
Change your netwerking settings
i Set up 2 nem connection er network
™ Setup 2 teoadband, disl-up, or VPN connection: o set Up & SoURer OF 3CCRSS oIt
[&0 Troubleshoct problems
Dlagnose and repair network problems, or get troubleshoctng mfoemation.
Infraced
Intermet Optatns
Windows Defender Frewall

6. Click “Properties”.

s Ethemet Status b
General
Connecton

v Comnectivity: Mo Inbermel aoiess
P Comneclivity: iz e bwork access
Madia Shabe: Enabled
Dwration: 28 days 18:23:39
Cpead: 1.0 Gbps

Actity
0 E!I — Eeceied
l 'ﬂﬁ.

Bybess 1,414,608, 847 | 1,802,096 915

ﬂﬁ"ﬂ'\m | Diagrose
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7. Click "Yes” in for alert message.

l" Network Connections
-,

Verified publisher: Microsoft Windows

Show more details

8. Check “Internet Protocol Version 4 (TCP/IP)”

[0 Ethernet Properties *
Metworking

Connect using:
! Intel{R) Ethemet Connection §2) 121%-LM

This connection uses the following items:

!Client for Microsoft Metworks ~
Eﬁle and Printer Sharing for Microsoft Networks

#3005 Packet Scheduler

L Intemet Proto sion 4 (TC )

[0 4 Microsoft Network Adapter Multiplexor Protocol

& Microsoft LLDP Protocol Driver

& Intemet Protocol Version 6 (TCP./IPvE) v
£

| sal. || Unnsial | Propeties |

Descﬂ_ption \

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK || Cancsl

CCASS (CCMS) Terminal Installation Procedures

and click “Properties”.
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9. Select “Use the following IP address” radio button.

Internet Protocol Version 4 (TCP/IPwd) Properties
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Lze the following IP address::

P addess T

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: l:l

[ validate settings upon exit Advanced...

Cancel

X

10. Enter the "IP Address" and the "Subnet Mask" with the IP Address and Subnet
Mask given by vendor according to the “IP Address Allocation Guidelines” below:-

11.

12.

13.

14.

a. 10.1xx.x.11 ~ 10.1xx.x.120 (for Gateway ending with .1)
CCASS (CCMS) Terminal: 10.1xx.x.11 - 10.1xx.x.100
Participant Gateway (PG): 10.1xx.x.101 - 10.1xx.x.120
Reserved: 10.1xx.x.0 - 10.1xx.x.10

10.1xx.x.121 - 10.1xx.X.127

b. 10.1xx.x.139 ~ 10.1xx.x.248 (for Gateway ending with .129)
CCASS (CCMS) Terminal: 10.1xx.x.139 - 10.1xx.X.228
Participant Gateway (PG): 10.1xx.X.229 - 10.1xx.X.248
Reserved: 10.1xx.X.128 - 10.1xx.X.138

10.1xx.x.249 - 10.1xx.X.255

Click “Gateway” tab, enter the Gateway IP Address given by vendor in the “Default

Gateway"

Enter the DNS Server IP Addresses as stated in Section 4.2 for the "Preferred DNS

Server" and “Alternate DNS Server”

Click “OK” button twice to save the changes

Restart the computer
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4.2

4.3

4.4

4.5

CCASS (CCMS) Terminal Installation Procedures

DNS Servers

The Preferred Domain Name System (DNS) Server and Alternate DNS Server MUST
be configured as below on PC.

Preferred DNS Server: 10.243.1.1 (CCASS (CCMS) Primary site)
Alternate DNS Server: 10.243.65.1 (CCASS (CCMS) Secondary site)

Disaster Recovery

During disaster recovery (DR) failover, participants’ PC would rely on the Preferred
and Alternate DNS server to resolve the URL to the corresponding IP address of DR
site such that no change required on the PC. Therefore, it is important for the PC to be

configured with both Primary and Alternate DNS server IP addresses above.

If for any reason other DNS server is used, it should be ensured that DNS forwarding
is enabled to resolve the domain names of “ccass.com” and “hkexposttrade.com.hk”
from HKEX DNS servers.

Source IP Address

Each SDNet circuit is assigned with a pre-defined range of IP addresses. The
participant / designated bank should ensure that terminals should appear with the
same |IP address as original in each connection. If there is any Network Address
Translation (NAT) performed, the participant / designated bank should be responsible
for translating back it to the original IP address range (assigned by network vendor) or
else login will fail due to IP address checking. In addition, NAT should be a one-to-one
mapping. That is, IP address of each terminal should be translated to a unique value

within the original IP address range.

DNS Settings Verification

Please follow steps below to verify your DNS settings after completion of DNS setup
(section 4.2).

1. Go to Start and type cmd in the search field to open the command prompt
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| O 2] Filbers
Best match

n Command Prempt

Detkbap app
Search suggestions

D emd

hinded Promgt 2
D el _

Type nslookup

Type www.ccass.com and the query result from the Primary DNS should be

displayed as follows

C:\Users\user>nslookup

Default Server: UnkKnown

Address: 18.243.1.1

> W . CCAasSS ., COm

UnkK nowin

Address: 1624511 l +— | DNS Address should be 10.243.1.1

The IP address of
“www.ccass.com” should be
resolved as “10.129.x.3", where x
canbe 1,2 3ord

Type quit to exit
Type nslookup — 10.243.65.1

Type www.ccass.com and the query result from the Alternate DNS should be

displayed as follows

The same IP address of
www.ccass.com in step 3
should be returned

C 1 Users\users

Type quit to exit and close the command prompt window
CCASS (CCMS) is in service, logon CCASS (CCMS) Terminal normally to verify the
connectivity

Please repeat the above verifications for all your CCASS (CCMS) Terminals
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4.6 Special Network Settings for PC not compliant to Standard Configurations

If the PC does not connect to CCASS DNS servers for name resolving or there is any
additional access control like firewall in between the PC and CCASS (CCMS) service.
Please follow sections below for additional configurations.
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4.7

Application Services to be Accessed

CCASS (CCMS) Terminal Installation Procedures

Participants should ensure that the following services are accessible from PC to
HKEX systems.

CCASS (CCMS):

Services | IP Address/URL Port No. Description

DNS 10.243.1.1 UDP: 53 Domain Name Service
10.243.65.1

HTTPS 10.129.X.3° TCP: 441, CCASS Web®(PR & DR)
WWW.ccass.com 442, 443

HTTPS 10.243.2.15 TCP:443 CCASS 2FA Logon
ss0.hkexposttrade.com.hk (PR)’

HTTPS 10.243.66.15 TCP:443 CCASS 2FA Logon (DR)

sso.hkexposttrade.com.hk

4.8

Important Notes :

Special Settings for Domain Name Resolution

If yvour DNS setting® does not follow the recommended

standard configurations:

1.

If for any reason other DNS setting is being used, Participants should be ensured

that DNS forwarding is enabled to resolve the domain names of “ccass.com” and

‘hkexposttrade.com.hk” from HKEX DNS servers stated above. Otherwise, it

would run into the risk that the delegated PCs will be unable to connect during DR

failover, which might impact Participants’ operations.

If host table is used instead, please note that the DR site IP addresses are different

from its Primary ones. In addition, HTTPS services must be accessed by domain

name and thus all host entries in tables above should be included. As a result,

manual changes would be required upon DR failover and also when fail back to

PR site. It should also be noted that the DR failover could happen individually or

together for any of the system below.

a. CCASS

5 X could be 1,2,3 or 4 depending on the network segment of SDNet assigned by SDNet carrier. Please refer to
DNS settings verification below to check the CCASS (CCMS) web IP for your SDNet line.

® The web IP address for CCASS (CCMS) is the same in both its Primary and Secondary sites if via the same
SDNet line

7 Participants will be redirected to CCASS 2FA Logon for authentication and then switch back to

CCASS Online functions or Security Management functions automatically.

8 For CCASS connection, the IP address would be the same for both PR and DR and so there is no
change upon DR failover. But for VaR and RAP connection, the IP for PR and DR is different and so
it would be an issue if the delegated PCs unable to detect IP changes upon system failover.
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b. CCASS 2FA Logon

The manual changes is be prone to error and is not recommended. Participant
would take their own risk in failure to connect to DR sites if they choose not to use
HKEX DNS servers.

In general, using other DNS server or host table is not recommended. Participants
should consider the risk and must perform thorough testing to ensure their own
delegated PCs be able to connect and work properly during normal and failover
scenarios.

CCASS (CCMS) Terminal

To use CCASS (CCMS) functions, the following hardware and software must be installed
or configured on the PC terminal.

o MS Edge Browser with IE Mode: Configurations must be made or otherwise some
CCASS (CCMS) functions may not work properly. For details, please refer to
Section 5.1 to Section 5.8 below

¢ Java Plugin: if you do not have Java Plugin installed, please go to Section 5.11
for Java Plugin installation. If you have other Java Plugin version on the PC, please
make sure all of them will be removed first. For supported JRE versions on
Windows, please refer to Section 2.

e Acrobat Reader: Acrobat Reader is required to open files. If you do not have any
Acrobat Reader installed. Please follow Section 5.13 for the installation
procedures.

5.1 Internet browser Settings

Please note that some PC may have disabled user access to settings below and you
will need to ask your PC administrator for help. Please also remember to close all
your MS Edge browser windows and start new ones to make the changes effective.

5.2 Setup for MS Edge browser with Internet Explorer Mode

1. Download CCASS/3 Terminal Site List file from Commissioning Website
https://www.ccass.com/commissioning/download
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HONG KONG EXCHANGES AND CLEARING LIMITED

WELCOME TO

CCASS/3 Terminal Commissioning

Download Area

PRESS HERETO DOWNLOAD CCA SS/2TERMINAL SITE
LIST

PRESS HERETO NLOAD CCA SS/3TERMINAL
INSTALLATION PROCEDURES

PRESS HERETO DOWNLOAD ROOT CA CERTIFICATE

PRESS HERETO DOWNLOAD PROCEDURE TO INSTALL
ROOT CA CERTIFICATE

CLICK HERETO DOWNLOAD A DOEE® A CROBAT®
REA DER®

BY DOWNLOADING THIS SOFTWA RE ONTO YOURPC
FROM THIS COMM ISSIONING WEBPA GE, YOUAGREETO
USETHIS SOFTWA REFOR THEPURPO SE OF VIEWING PDF
FILESWITHINTHIS CCA $5/2 NETWORK ONLY. YOU ARE
NOT A LLOWEDTO REPRODUCE, MODIFY OR
REDISTRIBUTE THE SOFTWA RE ORUSE IT FORA NY
OTHERPURPOSE, YOU FURTHER A GREETO INDEM NIFY
HKEX AND ITS SUBSIDIARIES AGAINST ANY CLAM S,
DAMA GES, EXPENSES ANDCOSTSTHATMAY ARISEA S
A RESULT OFANY UNAUTHORIZED USE BY YOUOF THE
SOFTWARE.

IFYOU NEEDTO CHECK THE SOFTWARE
COMPATIBILITIES IN YOUR COMPUTER, PLEA SECLICK
HERE.

2. Right click “HERE” on “PRESS HERE TO DOWNLOAD CCASS/3 TERMINAL SITE LIST,
and select “Save target as...”
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WELCOME TO

CCASSK Terminal Commissioning

Download Area

PRESS HERE TO DOWNLOAD CCASSOTERMMNAL STE
LISt

PRESS EJ™ = ~oemm asmans atm = rmane s

INSTALLA Open

PRESS ] Open in new window
PRESS HEl Loy

ROOY CA ¢ Save target a5...
cLCK 1 Print target
ReA DER®

B DOWN

FROM TH

USE THS

FALES WIT Copy shortcut
NOT ALLC :

REDISTRE

OTHERPU = . a
weAND L+ E-mail with Windows Live

DAMAGES «®  Translate with Bing 4

axeny AN

wY

3. Save the file to C:\CCASS\CCASSWebSiteList.xml

| LI [ [} =1 ccass

‘ Home Share View

“ v 4 o Local Disk (G » CCASS w | 0
A ot
| @ Onelrive Mame
2| CCASSWebSiteListxml
‘ 3 This PC -
g 30 Objects
B Desktop

4. Download MS Edge browser and policy files

a. Go to https://www.microsoft.com/en-us/edge/business/download
b. Click the link to download MS Edge browser for “Windows 64-bit”

Download the latest build and version of Edge for business

Windows Windows Windows macOs
(97.0.1072.55) 97.0.1072.55) (97.0.1072.55) (97.0.1072.55)
+ Windows 64-bit ¥ Windows 32-bit & Windows Arm64 ¥ macOS Universal
L+ Windows 64-bit Policy L' Windows 32-bit Policy 4 Windows Armé4 Policy ¥ macOs Universal Policy

c. Click the link to download for “Windows 64-bit Policy”
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Download the latest build and version of Edge for business

Windows windows Windows mac0s
(97.0.1072.55) (97.0.1072.33) (97.0.1072.55) (97.0.1072.55)
+ Windows 64-bit + Windows 32-bit 4 Windows Armé4 4 macOS Universal
4 Windows 64-bit Policy 4 Windows 32-bit Policy + Windows Arm64 Policy ¥ mac0S Universal Policy

o

Install MS Edge by running MicrosoftEdgeEnterpriseX64.msi installer

Unzip MS Edge policy files to a temporary folder (e.g. CATEMP\)

7. Copy the following 3 files under MicrosoftEdgePolicyTemplates\windows\admx\ to
C:\Windows\PolicyDefinitions\

o

| | msedge.admx 1171172021 11:24 pm ADMX File
IJ msedgeupdate.admx 11/11/2021 11:24 pm ADMX File
| | msedgewebview?.admx 11/11/2021 11:24 pm ADMX File

Click Continue for this security prompt to confirm copying:

= Destination Folder Access Denied -_ =

You'll need to provide administrator permission to copy to this folder

PolicyDefinitions
Date created: 771272019 214 pm

[] De this for all current items

|r$' Cantinue ; Skip Cancel

More details

For Chinese Windows OS:

"y EETEEMAMERE - s

M

ELAREREEERER  TERILENR

PolicyDefinitions
EUHE:7/12/2019 1714

(=RzFEEanEER
W == BEiE(S) B
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8. Copy the following 3 files under MicrosoftEdgePolicy Templates\windows\admx\en-US\ to

C:\Windows\PolicyDefinitions\en-US (for English Windows OS), or

Mame Date modified
| | msedge.adml 11/11/2021 11:24 pm
| | msedgeupdate.adml 111172021 11:24 pm
msedgewebview.adml 111172021 11:24 pm
g p

Type

ADML File
ADML File
ADML File

Copy the following 3 files under MicrosoftEdgePolicyTemplates\windows\admx\zh-TW\ to
C:\Windows\PolicyDefinitions\ zh-TW (for Traditional Chinese Windows OS)

Mame Date modified
| | msedge.adml 11/11/2021 11:24 pm
| | msedgeupdate.adml 111172021 11:24 pm
msedgewebview.adml 111172021 11:24 pm
g P

Click Continue for this security prompt to confirm copying:

Type

ADML File
ADML File
ADML File

=y Destination Folder Access Denied

en=LI5
Date created: 7/12/2019 5:49 pmi

Wou'll need to provide administrator permission to copy to this folder

! | & continue | Skip Cancel
PMore details
For Chinese Windows OS:
vy EETFREMRERE —
THEEERFEEEER  TaEHILERT
zh-TW
EITHE: 7M12/2019 2249
0 £=0) REH(S) B
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9. Open “Edit Group Policy” by typing “gpedit.msc” in the Search field box

Best match

- gpeditmsc

Fl

Settings

= Edit group policy

Search the web

o gpedit.msc - See web rasults

Microsoft Common Console Doou...

O gpeditmsd

10. Browse to “Computer Configuration” > “Administrative Templates” > “Microsoft Edge”

-/ Local Group Policy Editor
File  Action View Help
= | 2 = HE| W

= Lecal Computer Pelicy
w & Computer Configuration
> [ Software Settings
> 7] Windows Settings
~ [ ] Administrative Templates
» [ Contrel Panel
~ || Microsoft Edge
=1 Allow or deny screen capture
[ Application Guard settings
| Cast
|7 Content settings
[l Default search provider
[ Experimentation
" Extensions
| HTIP authentication
Identity and sign-=in
| Kiozk Mode settings
Manageability
[ Mative Messaging
| Password manager and protec
Performance
Printing
Private Metwork Reguest Settir
Proxy server

Sleeping tabs settings
| SmartScreen settings

=1 Startup, home page and new t
s [ Microsoft Edge - Default Settings

s [ Microsoft Edge Update

w1 hiceeenft Edme Wah\fiea?

<

Select an tem to view its description. Setting
7] Allow or deny screen capture
[l Application Guard settings
[Z] Cast
[ Content settings
[ Default search provider
[ Experimentstion
7] Extensions
[ HTTP authentication
[ Identity and sign-in
[ Kiesk Mode settings
[ Manageability
[ Mative Messaging
[ Password manager and protection
~l Performance
~] Printing
~] Private Metwork Request Settings
=] Proxy server
[ 7] Sleeping tabs settings
[ 7] SmarScreen settings
[7] Startup, heme page and new tab page
Single cign-on far work ar cchoel sites using thic profile ena...
Enable Micrasoft Search in Bing suggestions in the address ...
Ads setting for sites with intrusive ads
Enable deleting browser and download history

- s P e

Extended A Standard /

240 setting(s)
=
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11. Change Setting “Configure Internet Explorer Integration”
12. Select “Enable” and, in Options section, select “Internet Explorer mode” in the drop
down box

Configure Internet Explorer integration O *
9 P g

E‘ Configure Internet Explorer integration Next Setting

() Not Configured /  Comment:

(®) Enabled

() Disabled

Supperted on: [ \icrosoft Edge version 77, Windows 7 or later
Cpticns: Help:
Configure Internet Explorer integration For guidance about configuring the Dptimal Experiencefpr
Internet Explorer mode see https://go.microsoft.com/fwlink/?

Internet Explorer mode W linkid=2094210

Policy options mapping:

*Meone (0) = None

*[EMede (1) = Internet Explorer mode
* MeedlE (2) = Internet Explorer 11

Use the preceding information when configuring this policy.

oK Cancel
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E] TEEE s - X
BEFR HEW BREV REEH
e n@E2 ERIT
Ef Zt&_‘g_ﬂ‘ﬁ; 3] _ Microsoft Edge
v jmgfggiggg S5 Internet Explorer 2§ HE - HEA
B Windo.ws o= iE Internet Explorer S
; v [0 aggEss ] F Microsoft Edge SERAER S
o e mEsaTAS | == £ 2% Micosoft Edge SERETET RN SN EREE . M
| Microsoft Edge Microsoft EdgeliZ 77 » |iz] BR7E ShadowStack IRRERTS oEH
7| Microsoft Edge - Bzt || Windows 7 SE AT [£] 2= WPAD BE(: e
| Microsoft Edge WebView! p— = BETEES BEH
J MiC'DSDHEdQE E# MBLE Internet Explorer E3] | REEREAEREREE rIRE
| Windows T =EBBNE E8F | REERER BEH
R hitpsy//gomicrosoftcom/wlink/ |+ m=Ees SEER e BREE CES
j H?EQ; ANinkid=2094210 B .
> @ 2% EEEENE: E SEEsannnEEs oEs
- ;ic . = R EREEE - EREEREATNERBFERE A M. EFE
> g None (0) = % e t=E CES
v i EEH%%‘E- . *|[EMode (1) = Internet Explorer = REEFRANRERR mARE
jl ﬂgﬂﬁi = | REEFEECEESREREENEE LEH
_j Viindows 5=  Need | =] AR EE RSB R L AIMAR SE
J %ﬁgggzt -|'||\|EE IE (2) = Internet Explorer £ SsEE Web ERESIEE BRE L
< >
< > | fEE
240 [@E=TE
A 21E Internet Explorer & d x
= T Int t Expl =
[E &€ Internet Explorer 5 R F—EEEN)
O mxgzEQ /£
® BEREE
O SERD)
ZEAERER [ Microsoft Edgelfi® 77 » Windows 7 S EETHEE
EE SRR
/ - =
217 Internet Explorer & HFERE Internet Explorer RANBERBIE - ZEH
https://go.microsoft.com/fwlink/?linkid=2084210
Internet Explorer £ ~
FRIEERESE
*Mone (0) = &
*|[EMode (1) = Internet Explorer 3
* MeedIE (2) = Internet Explorer 11
MENFRR - SEALHER -
& |
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13.
14.
15.

Click OK to save
Change Setting “Configure the Enterprise Mode Site List”
Select “Enable” and, in Options section, input Enterprise Mode Site List as

CCASS (CCMS) Terminal Installation Procedures

“file://IC:\\CCASS\CCASSWebSiteList.xml”

=7 Local Group Palicy Editor — [m] *
File Action View Help
e nmEl = Hml 7T
~ @& Computer Configuration  Microsoft Edge
. 1 Software Settings -~
- Configure Internet Explorer Setting State N

~

| Windows Settings
| Administrative Templates
| Control Panel
~ 7| Microsoft Edge
Allew er demy screen captu
Application Guard settings
Cast
Content settings
Default search provider
Experimentation
Extensions
HTTF authentication
Identity and sign-in
Kiosk Mode settings
Manageability
Native Messaging
Paseword manager and pro

¢ 1 I I I

Lo L

DEEGLEE

Performance

Printing

Private Metwork Request Se
Proxy server

Sleeping tabs settings
SmartScreen settings
Startup, home page and ne
Microsoft Edge - Default Settin
Microsoft Edge Update
Microsoft Edge WebView?2
Metwork

Printers

L e 10

LERED

Server
Start Menu and Taskbar
System

» [T Windows Components

Le |_ ) SRR

integration

Edit policy setting

Requirements:
Microsoft Edge version 77, Windows
7 or later

Deseription:
For guidance about configuring the
optimal experience for Internet
Explorer mode see
https//go.microscft.com/fulink/?
linkid=2094210

Policy options mapping:

“ Mone (0) = Mone

* [EMode (1) = Internet Explorer mode

* NeedlE (2) = Intermet Explorer 11

Use the preceding information when
cenfiguring this policy.

Block third party cookies

Block tracking of users’ web-browsing activity

Browser sign-in settings

Browsing Data Lifetime Settings

CECPQ2 post-quantum key-agreement enabled for TLS
Clear browsing data when Microsoft Edge closes

Clear cached images and files when Microsoft Edge closes
Cenfigure Automatic HTTPS

Configure autematic sign in with an Active Directory doma
Configure Do Mot Track
] Configure enhanced hang detection for Internet Explorer m...
Configure favorites
| Configure how frequently the Enterprise Mode Site List is ref...

Configure InPrivate mode availability

onfigure Internet g

| Configure list of force-installed Web Apps
| Cenfigure Online Text To Speech
Configure ShadowStack crash rollback behavior

Configure Speech Recognition

Configure the default paste format of URLs copied from Mic...
Configure the Enterprise Mode Cloud Site List

Configure the Enterprise Mode Site List

Ceonfigure the list of names that will bypass the H5TS policy ...
Configure the list of sites for which Microsoft Edge will atte...
Configure the list of types that are excluded from synchroni...
Configure the pixel adj [ ind pen heig...
Configure the pixel adjustment between window.open widt...
Configure the Share experience

Configure the View in File Explorer feature for SharePoint pa...

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Not configured
Mot configured
Not configured
Mot configured
Mot configured
Mot configured
Mot configured

Not configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

\ Extended ( Standard /

Page 25 of 48



CCASS (CCMS) Terminal Installation Procedures

& Coenfigure the Enterprise Mode Site List O >

E} Configure the Enterprise Mode Site List

Previous Setting Next Setting

() Not Configured Comment;

(® Enabled A/

() Disabled

Supported on: [ gicrocoft Edge version 78, Windows 7 or later

Opticns: Help:

Cenfigure the Enterprise Mode Site List /
fiIe:.‘WC:\\CCASS\\CCASSWebSiteList.xn|

For guidance about configuring the optimal experience for
Internet Explorer mode see https:// go.microsoft.com/fwlink/?
linkid=2094210

Example value: https://internal.contese.com/sitelist.xml

For Chinese Windows OS:

=l FEEEREES
EBEF ZEA BEN EEH
e rmE I HEHET

[ 5 FREEEER | Microsoft Edge
v “’?’imjgﬁ SE [EREAAEEE) 2% - %

© ] Windows 2% £ #aT=BEREEASIE CESd
v [ xgzEss || ZRIEFI AP B3R PBIFRERTE
> [ (Bt Mas A TR =% [£) ErlEmEesER MFRE
> -1 Microsoft Edge Microsoft Edgeffi® 78 « Windows || #EERBRERAEREH ERETE
5 [] MicrosoftEdge - B3z | 7 ARHET £F (FESH EFEEE

> [ Microsoft Edge WebView: i E A S EE]
» [ Microsoft Edge B MELE Intemet Explorer EXHE HE [ESTHEE HTTPS] BFAE
5 5] Windows 5% EHByE . =&/ 5| 7 InPrivate R T iz B FRRRAE
O] M= https://go.microsoft. com/fwlink/? 1) s Intemet Explorer B3 8EEE FEEEE EEEE

J: flfRE linkici=2084210 5] BT Internet Explorer ES CEH
> O & sl [£) 8% Microsoft Edge 3B ISR CES G
> O E=Rla httosy//intemal contoso comysitelist. |11 8 Microsoft Edge SERSTETENSENEREE .  #5BE
> DR sl ) % Shadowstack BEEETS wFET
- mg%ggﬁ [ 5% weaD 2t xxoE
) o memE £ seTuas CESd
= Windows B L BEeRASERELEE EFET
) O sGEEss BES1EE CES
£
[ < > |\ (EE]
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A EE (EEREAEEEE]

B ST mEanEsEe

LE—HEEEF) T —{EEEMN)

O mAREC T
® EmAE A/

O EFED

Aol 2 | Microsoft Edgeli® 78 - Windows 7 SLEF AT

EE

ERER:

B ([eEERHEEE) |FiIe:;’f/C:\\CCAS5\\C‘CASS\N'eb5ileLisl>| =

R E Internct Explorer ESEAEMBIF - BER https//go.microsoft.com/fwlink/?linkid=2094210

EEFE: httpsy/finternal.contoso.comysitelistxml

16. Click OK to save

CmE = BT

17. Enable Pop-Up https://www.ccass.com:443 and https://www.ccass.com:442 in MS Edge

browser

a. Select“...” on the right hand corner of Edge browser

c [(al

For quick access, place your favorites here on the favorites bar. Manage favorites now

Search or enter web address /O

76 o= : /
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https://www.ccass.com:442/

b.

]
=)
=]

i
&
o
+
B

a
=]
17

Go to Settings

Hew tab

Mira window

Merw inPrivate window
Lanm -
Faecrnis

Collections:

Haiory

Derarilaads

Apps

Extensions

Frint

Wb captute

Find on page
Read aloud

Mare tocls
Sanlings /

Help and feedback

Cloje Microsol Edge

Manaaged by your coganization

CodaT
Ciriahl
Crl=Shali+N

wE + S
Cirtefraft -0
Ot bty
Crrsk
L=}

>
Crlnp
CirlaShift =5
Twilef
Ctrd=Shiltall

For Chinese Windows OS:

o

e

SR QID 0BT

Q &

SES|EE
EEE
2718 InPrivate :BE

g

EEEE

#ER Microsoft Edge

EIEEEER

Cerl+T
Ctrl+N

Ctrl+Shift+N

— 100% +

Ctrl+Shift+O

Ctrl+H

Ctri+)

Ctrl+P

Ctrl+Shift+S

Ctrl+F
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c. Click “Cookies and site permissions

O | @ ONRDRepontDistioute x| £33 Setungs

“

C @ Edge | edgey/settings/p:
B You

= Settings

O 3@ @ BB B

Profiles

Privacy. search, and
services

Appearance
Start. home. and new tabs
Share. copy and paste

Cookies and site
permissions

Default browser
Downloads
Family safety
Edge bar
Languages

Printers

For Chinese Windows OS:

D |g htps/d3-int.c3dev.com/ x| @ BT

&«

C @ Edge | edgey/settings/prc

= BE

|®
a
Q
5]
®

B3 Cookie ¥asmosifin
fo FMEBRH

L

& RBEMER

V=2o00D O X

S m=

BN ERMEE
S

R mARVRS/EE
S - ANTEE

Coolie Y2274

TR

Edge 7l

{71

anm

Ri%

ERRE
EMENCRE
BHIR

S22 Mirraenft Frna
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d. Go to “Pop-ups and redirects”

= Settings Q,  Search settings

(@ JavaScript >
Allowed

(A Images >
Show a

4 Pop-ups and redirects / >
Blocked

B Ads >
Elocked

For Chinese Windows OS:

G
Iy uw

BRETENES / >

[y
ol

il
e
b

G
[l

T

A

I

it

() =RESEE >

e. Go to “Allow” section and click “Add” button

< Site permissions / Pop-ups and redirects

Block (recommended) 0

Block Add

No sites added

Allow Add

No sites added
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For Chinese Windows OS:

< HILEIR / BRESEE

Fi8r S ERIAOEIA ST R BT IE N B (218) [ o]

ESE e
FEHEHNER

e ] /
RERANER

f. Input https://www.ccass.com and click “Add”

¥
Add a site

Lite

I Ritps:/ e, ceass.com

.

For Chinese Windows OS:

| https://www.ccass.com|

g. Confirm to see the website https://www.ccass.com is added

Allow Add

D https://www.ccass.com

For Chinese Windows OS:

hEF i

(Y htips://www.ccass.com
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h. For new PC, it is still required to enable Compatibility View in IE11 if it has not yet been
enabled for ccass.com

5.3 Compatibility View Settings (in Internet Explorer 11)

Open IE window, and then select “Tools” > “Compatibility View settings”.

Type www.ccass.com

Click “Add”, then “ccass.com” should be shown at the box “Websites you ‘ve added
to Compatibility View:”

Compatibility View Settings

I/T/Q Change Compatibility View Settings

Add this website:

| Add
websites you've added to Compatibility Yiew:

CCass.com Remove

Display intranet sites in Compatibility View
Use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

Close

4. Click “Close” to close the window to complete the setting
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5.4

Local Intranet Settings
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1. Go to “Control Panel” = “Internet options” and then click on “Security” tab.

2. Then click on “Local intranet” and click on “Sites”

Internet Options

General Secwrity Privacy Content Connections Programs

Select a zone to view or change security settings.

? bd

Internet

@ ¢ vV O

Localintranet Trusted sites

Restricted
sites

Local intranet

found on your intranet.

Security level for this zone

Custom
Custom settings.

oK

This zone is for all websites that are

Custom level...

-To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.

Enable Protected Mode (requires restarting Internet Explorer)

Reset all zones to default level

Cancel

Default level

Apply

3. Click “Advanced”.

Local intranet

the local intranet zone.

@

Indude all network p

Advanced

Use the settings below to define which websites are induded in

Automatically detect intranet network
Include all local (intranet) sites not listed in other zones

Indude all sites that bypass the proxy server

aths (UNCs)

Cancel

4. Type “https://www.ccass.com” and then click add “Add”

Local intranet

Yiou can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
I

‘Websites:
hktps: | fwsin, ccass.com

[¥] Require server verification (https:) For all sites in this zone

Remove

Close

5. Click “Close” and then OK to close the window to complete the setting
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55 Disable Certificate Revocation Check

It apply to standalone CCASS (CCMS) Terminal with no Internet connection.

1. Go to “Control Panel” - “Internet options” and then click on “Advanced” tab.
2. Go to Security section and uncheck the following options

i. Check for publisher’s certificate revocation

ii. Check for server certificate revocation

Internet Options ?

General | Security | Privacy | Content | Commections | Programs Advanced

Settings

j;“;| Security ~
[] Allaw active content Fram CDs ko run on My Computer®
] Allow active content ta run in Files on My Computer®
[ Allow software to run or install even if the signature is inv.
[] Block unsecured images with other mixed content

gk For signatures on downloaded programs

] Do nok save encrypted pages to disk

[ Empty Temparary Inkernet Files Folder when browser is cle

[] Enable 64-bit processes For Enhanced Protected Made®

Enable DOM Storage

[] Enable Enhanced Protected Mode*

[¥] Enable Inteqrated Windows Authentication® A
£ >

*Takes effect after vou restart your computer

Restore advanced settings

Reset Internet Explarer settings

Resets Internet Explorer's settings to their default Reset
condition, ==

ou should only use this if vour browser is in an unusable state,

3. Click “Apply” and OK to close the window to complete the setting
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5.6 Disable AutoComplete for User Names and Passwords

1. Go to “Control Panel” = “Internet options” and then click on “Content” tab. Click
“Settings” button

2. Uncheck the option “User names and passwords on forms”

3. Click “OK” to save
AutoComplete Settings @

AutoComplete lists possible matches from entries you've
typed or visited before.
Use AutoComplete for

Address bar
Browsing history
Favorites
[ Feeds
Use Windows Search for better results
Suggesting URLs

Forms

/D User names and passwords on forms

/ Ask me before saving passwords
[ Delete AutoComplete history. .. ]

[ OK ][ Cancel ]
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Browsing History

CCASS (CCMS) Terminal Installation Procedures

1. Go to “Control Panel” = “Internet options” and then go to “Browsing History”.

2. Ensure that the option “Delete browsing history on exit” is not checked

Internet Options ? *

General Security  Privacy Content Connections  Programs

Home page
l/? To create home page tabs, type each address onits own line.
. about:blank
Use current Use default Use new tab
Startup

() Start with tabs from the last session
(® Start with home page
Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

DD\elete browsing history on exit
Delete...

Appearance

Settings

Colors Languages Fonts Accessibility

Concel | [ il

3. Then click on Settings

Internet Options ? X

General Security Privacy Content Connections Programs

Home page
l/? To create home page tabs, type each address on its own line,
L1 P
Rl oo bionid

Use current Use default Use new tab
Startup
(O start with tabs from the last session
(®) start with home page
Tabs
Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information,

D Delete browsing history on exit
Delete... zettings \
Appearance
Colors Languages Fonts Accessibility |
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4. Ensure the option “Every time | visit the webpage” is checked

Website Data Settings ? x

Temporary Internet Files  History  Caches and databases

Internet Explorer stores copies of webpages, images, and media

for faster viewing later.

Check for newer versions of stored pages:
®Ey:
O:bb(y time I start Internet Explorer
() Automatically

O Mever

Disk space to use (3-1024MEB) 330 =
{Recommended: 50-250MEB)

Current location:
C:\Users\user\AppData'Local\Microsoft\Windows \INe tCache’,

Move folder... View objects View files

Cancel

Page 37 of 48



CCASS (CCMS) Terminal Installation Procedures

5.8 TLS Connection Settings

Only TLS 1.2 should be enabled while all other protocols should be disabled.

Go to “Control Panel” - “Internet Options” - “Advanced” tab, and then scroll
down to “Security” section. Check only TLS 1.2 and uncheck other SSL or TLS
protocols.

&% Internet Properties ? it

General Security Privacy Content Connections Programs Advanced

Settings

Enable DOM Storage S
[] Enable Enhanced Frotected Mode™®

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable Windows Defender SmartScreen

[] send Do Mot Track requests to sites you visitin Internet E
[ use ssL 3.0
O useTis 1.0
[ ] UseTLS 1.1
Use TLs 1.2]
Warn about certificate address mismatch®

[ warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n
v

£ >
*Takes effect after you restart your computer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition.

‘You should only use this if your browser is in an unusable state.

Cancel Apply
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5.9 Verify Java Plugin

Please follow steps below to verify if there is any obsolete JRE installed that
would require un-installation.

1. Click “Start” button, select “Windows Settings”. Go to Apps

= Settings - a X
@ Home Apps & features
- T o /7/2019 7
I Find a setting pel - 3129
JE Extended Asian Language font pack for Adob...  95.6 MB
Apps 12/7/2018
I £=  Apps & features _EEI’ Google Chrome 49.2 MB
%) 12/7/2018
= Derdigges ]| 18M Data Server Driver Package - [BMDBCL1 203 MB
IS 13/6/2019
i Offline maps
IBM Data Server Runtime Client - DB2COPY1 458 MB
e 1
G Apps for websites IS 19/6/2019
ﬂ IBM Installation Manager
N Video playback 13/6/2019
& Startup E IBM Software Delivery Platform_1
8/7/2019
E IBM WebSphere Application Server V8.5
13/6/2019
E IBM® Rational ® Application Developer for W...
8/7/2019
Java 7 Update 51 120 MB
= 18/12/2019 5

2. Find “Java X Update XX” in the list

e If non-supported JRE is found, please go to Section 5.10 for
uninstallation

e If no JRE is found, please go to Section 5.11 for Java plugin
installation
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5.10 Uninstall Previous Java Plugin

Please make sure any previous version of JRE is removed before the new one is
installed.

1. Go to “Uninstall a program” in Control Panel.
2. Ensure all Internet browser windows are closed.

3. Highlight the JRE item, and then click on the “Uninstall” button at the top. Click
on “Uninstall” button for the alert “This app and its related info will be uninstalled”
alert shows.

& Settings - o X
@ Home Apps & features
- i@ll Google Chrome 49.2 MB
| Find a setting R | 12/7/2018
Apps —'@ IBM Data Server Driver Package - IBMDBCL1 203 MB
1% 13/6/2019
I i=  Apps & features
i-EI IBM Data Server Runtime Client - DB2COPY1 458 MB
" 3 19/6/2019
i=r  Default apps s /o
E IBM Installation Manager
% Offline maps 13/6/2019
@ Apps for websites IBM Software Delivery Platform_1 ——
¢ Video playback B 1BM WebSphere Application Server V8.5
13/6/2019

& Startup

E IBM® Rational® Application Developer for W...
R/7/2N19

This app and its related info will be
Java 7 Update 51 uninstalled.

7.0510 Uninstall
Modify Uninstall \ \

N

4. Click “Yes” when the “User Account Control” appear

Java SE Runtime Environment 7 Update 51

Venﬁe&l publisher: Oracle America, Inc.
*File origin: Hard drive on this computer

|
| ! Show more details

i (]
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5. Check again that all JRE items should be removed

| €« Settings

A Home

l Find a setting

Apps

l [E  Apps & features
IS Default apps
0 Offline maps
G Apps for websites
1 Video playback

2 Startup

6. Restart the computer

5.11 Java Plugin Installation

Apps & features
-

Extended Asian Language font pack for Adob...  95.6 MB
) Google Chrome 49.2 MB
1% 27712
_-’E] IBM Data Server Driver Package - IBMDBCL1 203 MB
I 3767201

Ll I1BM Data Server Runtime Client - DB2COPY1

4ssme
m IBM Installation Manager

E 1BM Software Delivery Platform_1

E IBM WebSphere Application Server V8.5

E IBM® Rational® Application Developer for W...

1. Ensure you have proper license subscription of Oracle Java, otherwise please
refer to (https://www.oracle.com/java/java-se-subscription.html) about Oracle

Java SE Desktop subscription.

2. Download the following two installers of Windows x86 and x64 version of Oracle
Java SE Runtime Environment 8u341 from (https://www.java.com/en/download/
or https://www.oracle.com/java/technologies/javase/javase8u211-later-archive-

downloads.html).

jre-8u341-windows-i586.exe — for Windows x86

jre-8u341-windows-x64.exe — for Windows x64

3. Double click to start installation of both installers.

Click “Yes” when the “User Account Control” Window appears

@ User Account Contral

()

& Program name:
=7

File crigin:

(v) Show details

=3

Do you want to allow the following program to make
changes to this computer?

Java SE Runtime Environment
Verified publisher: Oracle America, Inc.
Hard drive on this computer

Change when these notifications appear
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:g': I Java SE Runtime Environment

Verified publisher: Oracle America, Inc.
File origin: Hard drive on this computer

Show maore details

5. Ensure all Internet browser windows are closed.

6. Click “Install>"button to continue

¢
= Java

ORACLE

Welcome to Java

Java provides access to a world of amazing content. From business solutions to helpful utilities and
entertainment, Java makes your Internet experience come to life.

Mote: No personal information is gathered as part of our install process. Click here for more information on
what we do collect

Click Install to accept the license agreement and install Java now.

[ change destination folder Cancel ] [ Install >¥]

7. Wait for installation to complete and click “Close”

&

=’ Java

CRACLE

V You have successfully installed Java

You will be prompted when Java updates are available. Always install updates to get the latest performance
and security improvements.
More about update settings

Back ] E Close Q
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5.12 Java Plugin Configurations

1. Auto update should be disabled. To do so, click “Start” to launch start menu then
“Control Panel” and then click “Program” and then click “Java”

[ Comtesl Panel Progiama - [s] x

- « 4 [@ » ContredPanel » Progams _rs : »

Conbrod Paned Home

Syste

Metveoek and Intemet

Haedhware sndl Sound

2. Select “Update” tab and uncheck “Check for Updates Automatically”.

|£| Java Control Panel - ®

General Update Java Security Advanced

? The Java Update mechanism ensures you have the most updated version of the Java
é} platform. The options below let you control how updates are obtained and applied.
—

Motify Me: Before downloading o

[Licheck for Updates Automatically Advanced...

Click the "Update Now" button below to check for updates. An icon will appear in the
system tray if an update is available. Move the cursor over the icon to see the status of
the update.

Update Mow

Corcs | | ool
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3. Click “Do Not Check” button in the warning dialog.

Java Update - Warning X

You have chosen to stop automatically checking for '
updates and will miss future security updates. e

We strongly recommend letting Java periodically check for newer versions to ensure you have

the most secure and fastest Java experience.
Check Weekly Do Mot ChEC\

4. Click “Advanced” Tab and then scroll to the bottom.
5. Select the following settings in Advanced settings
a) Perform signed code certificate revocation checks on
Do not check
b) Perform TLS certificate revocation checks on
Do not check
C) Advanced Security Settings
UseTLS 1.2

| £ Java Control Panel - X

General Java Security Advanced

Perform signed code certificate revocation checks on £
~(_) Publisher's certificate only

() All certificates in the chain of trust

not check {not recommended)
Che%ed code certificate revocation using
- | Certiffcate Revocation Lists (CRLs)

Online Certificate Status Protocol (OCSF)
Both CRLs and QCSP

Perform TLS certificate revocation checks on
-(_) Server certificate only

() All certificates in the chain of trust

not check {not recommended)
Chedk forLS certificate revocation using
- Certificate Revocation Lists (CRLs)

Online Certificate Status Protocol (OCSF)

Both CRLs and QOCSP

Advanced Security Settings

--[_] Enable the operating system's restricted environment {native sandbox)
--[/] Use certificates and keys in browser keystore

~[_] Enable blacklist revocation check

- [/] Enable caching password for authentication

--[] Use 55L 2,0 compatible ClientHello farmat

-[]Use TLS 1.0

Sl Us=TLS 1.1
g2 TLS 1.2
] UMNJLS 1.3 v

Concs | | ol

6. Click Apply and then OK to exit the window.
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5.13 Acrobat Reader Installation

1. Launch Internet browser, enter https://www.ccass.com/commissioning/download

in address box. Click the associated link to download Adobe Acrobat Reader.

HONG KONG EXCHANGES AND CLEARING LIMITED

WELCOME TO

CCASS/3 Terminal Commissioning

Download Area

PRESS HERE TO DOWNLOAD CCASS SMARTCARD
CLIENT

PRESS HERE TO DOWNLOAD CCASS/3 TERMINAL SITE
LIST

PRESS HERE TO DOWNLOAD CCASS/3 TERMINAL
INSTALLATION PROCEDURES

PRESS HERE TO DOWNLOAD ROOT CA CERTIFICATE
PRESS HERE TO DOWNLOAD PROCEDURE TO
INSTALL ROOT CA CERTIFICATE

CLICK HERE TO DOWNLOAD ADOBE® ACROBAT®

READER®
BY DOWNLOAWNG THIS SOFTWARE ONTO YOUR PC
FROM THIS COMNJISSIONING WEB PAGE, YOU AGREE

TO USE THIS SO 'ARE FOR THE PURPOSE OF
VIEWING PDF FILES WITHIN THIS CCASS/3 NETWORK
ONLY. YOU ARE NOT ALLOWED TO REPRODUCE,
MODIFY OR REDISTRIBUTE THE SOFTWARE OR USE IT
FOR ANY OTHER PURPOSE, YOU FURTHER AGREE TO
INDEMNIFY HKEX AND ITS SUBSIDIARIES AGAINST
ANY CLAIMS, DAMAGES, EXPENSES AND COSTS THAT
MAY ARISE AS A RESULT OF ANY UNAUTHORIZED
USE BY YOU OF THE SOFTWARE.

IF YOU NEED TO CHECK THE SOFTWARE

COMPATIBILITIES IN YOUR COMPUTER, PLEASE CLICK
HERE.

2. Click “Run” or “Open” button and wait for installation starting after the file to be
downloaded to the PC

F ™
File Download - Security Warning ﬁ

Do you want to run or save this file?

@ Name: AdbeRdra20_en_US.exe
Type: Application, 26.1MB

From: workstream1l-external.c3dev.com

Bun & Save ]l Cancel |

While files from the Intemet can be useful, this file type can
potentially ham your computer. f you do not trust the sounce, do not
run or save this software. What's the risk?

s e = = ==
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3. Click “Continue” button to continue and start to install Acrobat Reader

User Account Control

If you started this program, continue.

E Adobe Reader 9
Adobe Systems, Incorporated

':Ef:ﬁ' Details Continue [ Cancel J

User Account Control helps stop unauthorized changes to your ®omputer.

4. Click “Next” to proceed installation in default settings

=2

-
15 Adobe Reader 9.2 - Setup

Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder.

i G Install Adobe Reader 9.2 to:
C:\Program Files\Adobe\Reader 9.0

|
WARNING: This program is protected by copyright law and international treaties.
Adobe
[ Change Destination Folder... ] < Back [ Mext = *[ Cancel ]
A b
A

5. Click “Install” to start installation

Adobe Reader 9.2 - Se

Ready to Install the Program

Click Install to begin the installation.

If you want to review or change any of your installation folder, dlick Back, Click Cancel to exit

setup.
I

Adobe
< Back ][ Install [ Cancel ]

_— = S— 5
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6. Click “Finish” to complete installation.

i - Bl
ﬁ Adobe Reader 9.2 - Setup ﬁ

Setup Completed

Setup has successfully installed Adobe Reader 9.2, Click Finish to exit setup.

Adobe

ncel

I

A N
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—END -
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