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• User profile maintenance by HKEX

• Can be assigned with business users group 

function (to be available in later stage)

• User profile maintenance by DA

• User account creation by DA

Authentication Method • Smartcard & smartcard reader

• Smartcard PIN

• Regular password

• OTP obtained from mobile application 

/ email

By Smartcard

(TODAY)
By 2FA

(Mid-2023 Tentatively)

To enhance security assurance, Two-Factor Authentication (2FA) is introduced to replace the existing smartcard and

smartcard reader authentication.

The changes will only be applied on the authentication method of Terminal access to CCASS/ 

CCMS, including Security Management Functions (DMS) and Overnight Report Distribution 

(ONRD) function, while the terminal functions and operations remain unchanged.

User 

Maintenance

• User profile maintenance by HKEX

HKSCC CPs and DBs who access to 

CCASS through Participant Gateway (PG) 

will not be impacted, and should remain 

accessing to CCASS via smartcard.

1. Background
- Overview

User ID • 8 character code • 8 character code (same as existing)

CCASS/ CCMS 

Delegated 

Administrator 

(DA)

CCASS/ CCMS 

User (User)
• User profile maintenance by DA 

(except account creation by HKEX)

3



1. Background (Cont’d)
- Timeline

4

Oct 2022

Study Information Package

Dec 2022

Email registration for users

Mar 2023

Email registration for DAs

May 2023

Study Information Package for 

the launch of 2FA & CCASS/ 

CCMS Terminal User Guides

Mid-2023

Post-Release Test

Mid-2023

Launch of 2FA

HKEX has arranged the following activities to ensure a smooth transition for 

Participants of HKSCC, HKCC and SEOCH (CPs) and HKSCC Designated Banks 

(DBs) for migrating to logging into CCASS/ CCMS by 2FA:

CPs and DBs can access CCASS/ CCMS by 2FA starting from the launch day, while 

smartcard shall be retained until decommissioning of smartcard authentication method.

May 2023

Circular – announcement 

of  launch date (subject to 

regulatory approval)

Launch day + 2 months

Decommissioning of smartcard 

authentication method 

Mid-2023

Circular – confirmation of   

launch date

Sep 2022

Circular – announcement of 

the change of 

Authentication Arrangement
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2FA Operations
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Today VS

DA Creation

• Smartcard

• 2FA

• Smartcard (reserved)

DAs created upon launch of 2FA can only access 

by 2FA.

• By HKEX

(submit eService SCard 1)

• By HKEX

(submit eService DA 3 - refer to the assigned User 

ID in DA 3 that is being processed by HKEX)

• By HKEX

(submit eService SCard 1)

• By HKEX

(submit eService DA 3)

Launch of 2FA

Authentication

1

2

DA Maintenance

3

2. 2FA Operations

- DAs
eService DA 3

To be enriched with more 

maintenance request types 

upon the launch of 2FA

DAs can be assigned with business user role 

upon the decommissioning of smartcard
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• N/A
• Self-served password reset by Forgot/ Reset 

Password function

• N/A
• By HKEX

(Submit eService DA 3)

• By HKEX

(Submit eService SCard 1)

• N/A
• By HKEX

(Submit eService DA 3)

Password Reset
4

Account Unlock

5

2. 2FA Operations (Cont’d)

- DAs

For details of the procedure, please refer to Appendix 1.

Forgot smartcard 

password

c

eService SCard 1 will only be available for Smartcard Password Reset upon the launch of 2FA, 

CPs and DBs should submit eService DA 3 for any other DA maintenance by then.

Enabled mobile app 

OTP

a

Enabled email OTP

b

Today VS Launch of 2FA
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User Creation

• Smartcard

• 2FA

• Smartcard (reserved)

Users created upon launch of 2FA can only 

access by 2FA.

• By HKEX
• By DA

(Assumption: available user accounts)

• By DA

Authentication

1

2

User Maintenance

3

2. 2FA Operations (Cont’d)

- Users

Today VS Launch of 2FA
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• N/A
• Self-served password reset by Forgot/ Reset 

Password function

• N/A • Unlock/ Reset OTP Device Registration by DA

• Smartcard Password Reset by DA

• N/A • Reset account by DA

2. 2FA Operations (Cont’d)

- Users

Password Reset
4

Enabled mobile app 

OTP

a

Enabled email OTP

b

Account Unlock

5

Forgot smartcard 

password

c

For details of the procedure, please refer to Appendix 1.

Today VS Launch of 2FA
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Apply new user 

account

For users and DAs:

• Submit eService SCard 1 for DA and user 

maintenance & SCard 3 for ordering 

smartcard reader

• one-off fee: $300/ smartcard reader & $250/ 

smartcard

For users and DAs:

• Submit eService DA4

• one-off fee: $250/ user account

• Smartcard and smartcard reader are no longer 

available for purchase.

User account 

migration

(optional)

Add user account

All the existing user accounts with smartcards (with or without email registration) will be migrated to 2FA, 

CPs & DBs can refer to User Profile Listing for the existing user profile:

An example of the user account migration is illustrated below:  

$250

1

2

2. 2FA Operations (Cont’d)

- Users Migration

Today VS Launch of 2FA

MAX NO. OF USERS : 20

TOTAL NO. OF USERS : 16

TOTAL NO. OF DELEGATED ADMINSTRATORS : 6

TOTAL NO. OF USERS EXCEPT DELEGATED ADMINSTRATORS : 10

DAs can access to User Profile Listing function in DMS to 

check the total number of users available after.

Without email 

registration
With email 

registration

B0123401 B0123402 B0123403

Migration

Can be login as 
user/ DA after 

email registration
Ready to initialize 

2FA

B0123401 B0123402 B0123403



User Maintenance

• DA can create user profile and assign User ID for their 

users

• (Since Dec 2022)

Added “Email” field - to register email for their 

users

Upon 2FA initialization:

• The following fields will be available in the user profile:

While the following fields will be remove:

Vice versa for user who have yet to initialize 2FA.

(can only view under “Enquiry User Profile” and “Delete 

User Profile” functions).

DA’s Right

DMS Functions

3

4

2. 2FA Operations (Cont’d)

- Users Migration

11

Today VS Launch of 2FA

DA can assign business user group(s) to users

upon the decommissioning of smartcard
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3. Implementation Approach of 2FA



Post-release 

test

Registration of designated 

email address for DAs and 

users

By 28 Apr 2023 (Fri)

Access with OTP only

Day 1

Access with OTP

(To be retained until 

decommission)

Preparation for launch of 2FA

The following is a high level implementation approach for transition from smartcard to 2FA:

Set up regular 
password

Set up OTP 
channel

3. Implementation Approach of 2FA 
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Complete the email registration

(Refer to Appendix 2 for details)

Perform connectivity verification

Before Post-release test:

Check CCASS / CCMS Terminal URL bookmarks

https://www.ccass.com

Pre-launch Launch of 2FA
Decommission of 

Smartcard

https://www.ccass.com/


Set up password
Completion of 

initializing 2FA

Upon the launch of 2FA, users and DAs should initialize 2FA immediately.

Step by step procedure to be shared in the following slides

First Time Logon

Set up 

OTP 

channel 

Mobile 

Application

Email

On-going Logon 

with 2FA

HKSCC CPs HKSCC DBs HKCC CPs SEOCH CPs

User ID for DAs (to be 

assigned by HKEX) 

Participant ID + X/Y/Z + 1-9, 

e.g. B01234X1

Participant ID + X/Y/Z + 

1-9,

e.g. BNK999X1 

HK + Participant ID + 1/2/3/4 

+ X/Y/Z + 1-9,

e.g. HKABC1X1 

HK + Participant ID + X/Y/Z + 

1/2/3/4 + 1-9,

e.g. HKABC2X1

User ID for Users 

(existing users were 

assigned by HKEX, new 

users to be assigned by 

DAs upon the launch of 

2FA) 

Participant ID + 2 custom 

alphanumeric,

e.g. B0123401

Participant ID + 2 custom 

alphanumeric, 

e.g. BNK99901

HK + Customer Code + 

1/2/3/4 + 2 custom 

alphanumeric, 

e.g. HKABC101

HK + Customer Code + 

1/2/3/4 + 2 custom 

alphanumeric, 

e.g. HKABC201

To be elaborated in the later slides

User ID remains unchanged

3. Implementation Approach of 2FA (Cont’d) 
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1 2 2a

2b

3



Click the appropriate function

DMS:CCASS/CCMS:

2

Access to CCASS/ CCMS via https://www.ccass.com/

OR access to DMS via https://www.ccass.com/dms

1

3. Implementation Approach of 2FA (Cont’d) 

15

1. Set up password:

Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1

https://www.ccass.com/
https://www.ccass.com/dms


Click <Forgot/Reset 

your Password>

3 4

Enter User ID, then 

click <SUBMIT>

A pop-up box will be displayed

5

Input OTP, then

click <SUBMIT OTP>

OTP will be sent to user’s registered email address

***Remark: 

• Email OTP is valid for 5 minutes and it can 

only be requested every 5 minutes.

• There is no URL nor User ID indicated in the 

email due to security reasons.

3. Implementation Approach of 2FA (Cont’d) 
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1. Set up password (cont’d):

Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1



Password changed 

successfully, click 

<Close>

Input new password 

twice, then click 

<SUBMIT>

Set up the password based on password 

requirements: 

1. At least 16 characters 

2. At least 1 number 

3. At least 1 lower letter

4. At least 1 special character from !@#$%^&*()

5. At least 1 capital letter 

6

7

The pop-up box will be closed

3. Implementation Approach of 2FA (Cont’d) 
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1. Set up password (cont’d): Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1



DMS:CCASS/CCMS:

8

Enter User ID and 

Password, then 

click <LOG IN>

Return to the login page

3. Implementation Approach of 2FA (Cont’d) 
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2. Set up OTP Channel:

Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1



For users who prefer to receive OTP via mobile App

*suggested for optimal account security and maintenance function*

Click <REGISTER DEVICE> 

Search and install “ForgeRock Authenticator” from 

Google Play or Apple’s App Store 

If the user is current Client 

Connect/ VaR Online user, same 

ForgeRock Authenticator app will 

be used for OTP generation.

9

3. Implementation Approach of 2FA (Cont’d) 

click + sign 

click <Scan QR Code> User ID is being 

registered in the 

App.

Scan the QR code by “ForgeRock 

Authenticator” mobile app, then 

click <LOGIN USING 

VERIFICATION CODE> in the 

page

“ForgeRock Authenticator” mobile app
“ForgeRock Authenticator” mobile appWebpage

10

OTP

More than 1 User IDs and their respective OTP will be 

shown if users have registered for other HKEX systems:

• Client Connect User ID = email address

• VaR Online User ID =  company code + Username 19

2a. Set up OTP Channel (Mobile App):
Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1



Completion of 2FA initialization

11

Input OTP and click 

<SUBMIT>

DMS:CCASS/CCMS:

Successfully logon
12

3. Implementation Approach of 2FA (Cont’d) 
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2a. Set up OTP Channel (Mobile App):
Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1



Click <SKIP 

THIS STEP> 

9

OTP will be sent to user’s registered email address

11

Input OTP and click 

<SUBMIT OTP>

10

DMS:CCASS/CCMS:
Successfully logon

12

Completion of initializing 2FA

3. Implementation Approach of 2FA (Cont’d) 

For users who prefer to receive OTP via email

*users cannot perform self-served password reset*
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Click <ACCEPT> 

2b. Set up OTP Channel (Email):
Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1



Click the appropriate function 

Login with smartcard 

for contingency only

DMS:CCASS/CCMS:

Login with smartcard 

for contingency only

Access with OTP

2

Access to CCASS/ CCMS via https://www.ccass.com/

OR access to DMS via https://www.ccass.com/dms

1

DMS:CCASS/CCMS:
3

Enter User ID and 

Password, then 

click <LOG IN>

3. Implementation Approach of 2FA (Cont’d) 

If DA clicks <Login with 

Smartcard>, it will be redirected 

to the current DMS login page.

If user clicks <Login with 

Smartcard>, it will be redirected 

to the current CCASS/ CCMS 

login page.
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Then login by the existing flow 

Then login by the existing flow 

3. On-going logon with 2FA:
Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1

https://www.ccass.com/
https://www.ccass.com/dms


User to generate OTP from mobile App

Per user’s setup

OR

5

Enter OTP obtained 

from mobile App, 

then click <SUBMIT>

DMS:CCASS/CCMS:
Successfully logon

3. Implementation Approach of 2FA (Cont’d) 
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OTP will be sent to user’s registered email address4

Enter OTP obtained 

from email, then click 

<SUBMIT OTP>

4

3. On-going logon with 2FA (Cont’d):

Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1



Access with OTP

Select the appropriate function

CCASS/CCMS:

2

Access to CCASS/ CCMS via https://www.ccass.com/

OR access to DMS via https://www.ccass.com/dms

1

DMS:CCASS/CCMS:
3

Enter User ID and 

Password, then 

click <LOG IN>

Smartcard 

authentication is 

decommissioned 

3 DMS:

3. Implementation Approach of 2FA (Cont’d) 
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Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1

After smartcard decommissioned

https://www.ccass.com/
https://www.ccass.com/dms


5

DMS:CCASS/CCMS:
Successfully logon

3. Implementation Approach of 2FA (Cont’d) 
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User to generate OTP from mobile App

Per user’s setup

OR

Enter OTP obtained 

from mobile App, 

then click <SUBMIT>

OTP will be sent to user’s registered email address4

Enter OTP obtained 

from email, then click 

<SUBMIT OTP>

4

Launch of 2FA

Decommissioning 

of 

Smartcard

Day 1
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Important Information



4. Important Information 

2. Backup Centre

Upon the launch of 2FA, CPs and DBs can only use 2FA to login CCASS/ CCMS at Backup Centre.

1. Retaining your Smartcard and Smartcard reader

If you are PG users, you should retain your smartcard and smartcard reader.  CPs and DBs should not dispose 

their smartcards and smartcard readers until the decommissioning of smartcard.

27
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What’s Next?



5. What’s Next?

• More Information regarding the change of authentication method are available on HKEX website, please visit the

website regularly for the latest information.

• Information Package for the launch of 2FA and the updated Terminal User Guide will be available in HKEX

website in May 2023.

For HKSCC CPs & DBs For HKCC & SEOCH CPs

29

https://www.hkex.com.hk/Services/Clearing/Securities/What_s-New/Change-of-Authentication-Arrangement?sc_lang=en
https://www.hkex.com.hk/Services/Clearing/Listed-Derivatives/What_s-New/Change-of-Authentication-Arrangement?sc_lang=en
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Enquiries and Support



6. Enquiries and Support

For any enquiries about the change of authentication arrangement of Terminal access to CCASS/ CCMS, 

please contact CCASS/ DCASS Hotline or Email indicated below:

Terminal CCASS CCMS

Hotline

2979 7111 2979 7222

During normal office hours from 09:00 to 18:00 

(Mondays to Fridays, excluding public holidays) 

Email ClearingPS@hkex.com.hk ClearingPSD@hkex.com.hk

31

mailto:ClearingPS@hkex.com.hk
mailto:ClearingPSD@hkex.com.hk
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Checklist



7. Checklist 

Checklist for CPs and DBs to prepare for the launch of 2FA: 

1
Register the designated email for all users and DAs for the regular password 

setup


2 Check CCASS/ CCMS Terminal bookmarked URL 

3

Perform connectivity verification for new CCASS/ CCMS 2FA servers

-Reference to circulars dated 3 April 2023 (HKSCC: CD/OES/CCASS/013/2023, 

HKCC: CD/OEC/HKCC/092/2023 and SEOCH: CD/OEC/SEOCH/093/2023 )



4
Inform all users and DAs in your company for the change of authentication 

arrangement


5
Study the Information Package for Launch of 2FA and the updated CCASS/ 

CCMS terminal user guides (available in May 2023)


6 Understand the first time login procedure for 2FA 

7
If the user is current Client Connect/ VaR Online user, same ForgeRock 

Authenticator app will be used for OTP generation.


33

https://www.hkex.com.hk/-/media/HKEX-Market/Services/Circulars-and-Notices/Participant-and-Members-Circulars/HKSCC/2023/cc_CCASS_013_Eng_2023.pdf
https://www.hkex.com.hk/-/media/HKEX-Market/Services/Circulars-and-Notices/Participant-and-Members-Circulars/HKCC/2023/cc_HKCC_092_Eng_2023.pdf
https://www.hkex.com.hk/-/media/HKEX-Market/Services/Circulars-and-Notices/Participant-and-Members-Circulars/SEOCH/2023/cc_SEOCH_093_Eng_2023.pdf


34

Q & A Session
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Appendices



8. Appendix 1 – Account Maintenance for Users and DAs

36

The following table has summarized the type of account maintenance and the corresponding action required under 2FA:

Type of Account Maintenance Action Required 

Password Change Self-served by Change Password function

 Password should be changed at least every 90 days. Once the password is expired, user or DA will be required to 

change password after inputting his/ her User ID and the expired password at the login page. 

Password Reset

Enabled mobile app OTP

Enabled email OTP

Self-served by Forgot/ Reset Password function

For DAs: submit eService DA 3 by Client Connect user

For users: Unlock/ Reset OTP Device Registration by DA

1

2

a

b

c

Change mobile device Self-served by Authentication Settings function3
d



 DA’s and User’s access will be locked after 5 consecutive unsuccessful attempts of login, while 3 consecutive 

unsuccessful attempt of entering OTP will be counted to 1 unsuccessful attempt of login, an illustration is displayed 

below:

Login attempt: Account locked 

Failed to enter:
OTP                /     Regular password

/

37

8. Appendix 1 – Account Maintenance for Users and DAs (Cont’d) 

Type of Account Maintenance Action Required 

Unlock Account
For DAs: submit eService DA 3 by Client Connect user

For users: Unlock/ Reset OTP Device Registration by DA
4

c
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CCASS/ CCMS

After logging into CCASS/ CCMS or DMS

A pop-up page will be displayed

DMS

1

Click <Change Password>

2

Enter new password twice, 

then click <Update>

DA and user should enter the new password for accessing to CCASS/ CCMS or DMS in 

the next login.

3

8. Appendix 1 – Account Maintenance for Users and DAs (Cont’d) 

Self-served by Change Password function

a

Completed
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Access to CCASS/ CCMS via https://www.ccass.com/

OR access to DMS via https://www.ccass.com/dms

1

2 3

Enter User ID, then 

click <SUBMIT>

A pop-up box will be displayed

Click <Forgot/Reset 

your Password>

Self-served by Forgot/ Reset Password function

b

8. Appendix 1 – Account Maintenance for Users and DAs (Cont’d) 

https://www.ccass.com/
https://www.ccass.com/dms
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User and DA should enter the new password for accessing to CCASS/ CCMS or DMS in 

the next login.

Enter OTP obtained 

from mobile App, 

then click <SUBMIT 

OTP>

OTP
4

5

7

Self-served by Forgot/ Reset Password function (cont’d)

b

8. Appendix 1 – Account Maintenance for Users and DAs (Cont’d) 

Completed

Enter new 

password twice, 

then click 

<SUBMIT>

Password changed 

successfully, click 

<Close>

The pop-up box will be closed

6



In the next login, DA will need to carry out both “Set up password” and “Set up OTP 

Channel” procedure as if first time logon.

2

Submit eService DA3 in Client Connect through HKEX Access Management Portal. 
1

Select <Unlock DA 

Account>

To be Performed by Client Connect Maker and Checker

Enter User ID and 

the registered email 

address of user

A system generated email notification will be available upon the completion of the request

41

For DAs: submit eService DA 3 by Client Connect user

c

8. Appendix 1 – Account Maintenance for Users and DAs (Cont’d) 

Completed



After logging into DMS1

To be performed by DA Maker

2

Click the radio button of 

<Unlock/ Reset OTP 

Device Registration>

Enter User ID and 

click <Submit>

Then click <Change>

3

42

Click <Maintain User 

Profile>, then click 

<Change User Profile> 

For users: Unlock/ Reset OTP Device Registration by DA

c

8. Appendix 1 – Account Maintenance for Users and DAs (Cont’d) 



Redirected to the confirmation page4 Enter Checker ID 

and Authorization 

Code, then click 

<Confirm>

In the next login, user will need to carry out both “Set up password” and “Set up OTP 

Channel” procedure as if first time logon.

5

To be performed by DA Checker

Confirmation message will be 

displayed on the bottom of the page

43

For users: Unlock/ Reset OTP Device Registration by DA (cont’d)

c

8. Appendix 1 – Account Maintenance for Users and DAs (Cont’d) 

Completed



CCASS/ CCMS

After logging into CCASS/ CCMS or DMS

A pop-up page will be displayed

DMS

1

Click <Change Password>

2

Click 

<AUTHENTICATION 

SETTINGS>

44

8. Appendix 1 – Account Maintenance for Users and DAs (Cont’d) 

Self-served Authentication Settings function

d



3

2

Click    button

Then click <x Delete>

The registered device record will be removed.

In the next login, user or DA will need to carry out “Set up OTP Channel” procedure to 

register another mobile device.

4

45

8. Appendix 1 – Account Maintenance for Users and DAs (Cont’d) 

Self-served Authentication Settings function (cont’d)

d

Completed



1. Register designated email address for CCASS/ CCMS users 

 CCASS/ CCMS DAs who perform the user profile maintenance functions shall register the designated email address of 

their users in DMS

2. Register designated email address for CCASS/ CCMS DAs

 Client Connect user with access right “EU_UserMaintenance” shall register the designated email address of the 

CCASS/ CCMS DAs by submitting eService DA3 <CCASS/ CCMS Delegated Administrator Application/ Maintenance 

Form> in Client Connect through HKEX Access Management Portal

CPs and DBs must register the designated email addresses of their CCASS/ CCMS users and DAs 

before 28 April 2023 (Friday) to initialize 2FA for accessing to CCASS/ CCMS at the launch of 2FA.

Upon the launch of 2FA, users are required to setup their regular password to initiate the 2FA. An OTP email will be sent to 

users designated email address for authentication. Therefore, it is important for users to register their designated email 

addresses in advance.

The updated user profile shall 

be effective shortly upon the 

completion of maker-checker 

process.

HKEX will process eService request 

by batch, and will start processing of 

eServices submitted before 28 April 

2023 during late-Apr – May 2023.

8. Appendix 2 – Procedure of Email Registration for Users and DAs

46



User ID can be found in DMS:

• through “User Profile Listing” Function
To be performed by DA

1

2

User ID

Registered email address (if any)davidchan@abc.com

After logging into DMS

The profile of all users including DAs will be displayed

Click <View Listings>, then 

click <User Profile Listing>

8. Appendix 2 – Procedure of Email Registration for Users and DAs 

(Cont’d)

47



To be performed by DA

8. Appendix 2 – Procedure of Email Registration for Users and DAs 

(Cont’d)

1

2

User ID

After logging into DMS

The User ID and the corresponding User Name will be displayed

User ID can be found in DMS:

• through “Enquire User Profile” Function

Click <List>

User ID

3

Click <Maintain User 

Profile>, then click <Enquire 

User Profile>

48



2

Access to DMS via https://www.ccass.com/dms

1

Enter smartcard 

password, then 

click <Logon>

Click <Maintain User 

Profile>, then click 

<Change User Profile> 

Enter User ID, then 

click <Submit>

3

4 5

Enter email address 

of the user

Then click <Change>

49

8. Appendix 2 – Procedure of Email Registration for Users and DAs
Email Registration for Users

To be performed by DA Maker

https://www.ccass.com/dms


To be performed by DA Checker

On the same page

Enter <Checker ID> and 

<Authorization Code>, then 

click <Confirm>

6

Confirmation message will be 

displayed on the bottom of the page

Completion of email registration for user

50

8. Appendix 2 – Procedure of Email Registration for Users and DAs 

(Cont’d)
Email Registration for Users (Cont’d)



2

Access to HKEX Access Management Portal via 

https://connect.hkex.com.hk/

1

Enter Email and 

Password, then 

click <LOG IN>

3

4

To be performed by Client Connect Maker

Click <Participantship Management>, then click <User 

Maintenance> and then <CCASS/ CCMS Delegated 

Administrator Application/ Maintenance Form>

2

1

3

Tick the appropriate 

participantship (if 

applicable)

Maintenance 

Request will be 

selected as 

“Change” by default

51

8. Appendix 2 – Procedure of Email Registration for Users and DAs 

(Cont’d)
Email Registration 

for DAs

https://connect.hkex.com.hk/


5 6

7

To be performed by Client Connect Maker

1 2

3

Enter User ID and the designated email address of DA

If necessary, click <+ Request> to register 

email address for other DAs (max 4 DA’s 

profile can be updated under 1 eService>

Tick the declaration box

Check if Contact Information is correct

52

8. Appendix 2 – Procedure of Email Registration for Users and DAs 

(Cont’d)
Email Registration 

for DAs (Cont’d)



To be performed by Client Connect Maker

1

2

Click <Submit, then click <Confirm>
8

The eService request status will be changed from “Draft” to “Ready to Send to HKEX”, the eService 

Reference Number is generated.
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8. Appendix 2 – Procedure of Email Registration for Users and DAs 

(Cont’d)
Email Registration 

for DAs (Cont’d)



To be performed by Client Connect Checker

A system generated email notification with the eService 

Reference Number will be sent to checker’s email upon 

submission of maker’s request. 

Access to HKEX Access Management Portal

Click <Tasks>,  then click the 

appropriate reference number

10

9

Click <Claim>
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9. Appendix 2 – Procedure of Email Registration for Users and DAs 

(Cont’d)
Email Registration 

for DAs (Cont’d)



To be performed by Client Connect Checker

11

1

2

Click <Confirm>, then click <Confirm>

The request status will be changed from “Ready to Send to HKEX” to “Sent to HKEX”. 

Completion of email registration for DA
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After HKEX completed processing the eService, a system 

generated email notification will be available.

8. Appendix 2 – Procedure of Email Registration for Users and DAs 

(Cont’d)
Email Registration 

for DAs (Cont’d)



The information contained in this presentation is for general informational purposes only and does not constitute an offer, solicitation, invitation or recommendation to 

subscribe for or purchase any securities or other products or to provide any investment advice of any kind. This presentation is not directed at, and is not intended for 

distribution to or use by, any person or entity in any jurisdiction or country where such distribution or use would be contrary to law or regulation or which would subject 

Hong Kong Exchanges and Clearing Limited (“HKEX”) to any registration requirement within such jurisdiction or country.

This presentation contains forward-looking statements which are based on the current expectations, estimates, projections, beliefs and assumptions of HKEX about the 

businesses and the markets in which it and its subsidiaries operate or aspires to operate in. These forward-looking statements are not guarantees of future performance 

and are subject to market risk, uncertainties and factors beyond the control of HKEX. Therefore, actual outcomes and returns may differ materially from the assumptions 

made and the statements contained in this presentation. The implementation of these initiatives is subject to a number of external factors, including government policy, 

regulatory approval, the behaviour of market participants, competitive developments and, where relevant, the identification of and successful entry into agreements with 

potential business partners.  As such, there is no guarantee that the initiatives described herein will be implemented, or that they will be implemented in the form and 

timeframe described herein.

Although the information contained in this presentation is obtained or compiled from sources believed to be reliable, HKEX does not guarantee the accuracy, validity, 

timeliness or completeness of the information or data for any particular purpose, and shall not accept any responsibility for, or be liable for, errors, omissions or other 

inaccuracies in the information or for the consequences thereof. The information set out in this presentation is provided on an “as is” and “as available” basis and may 

be amended or changed. It is not a substitute for professional advice which takes account of your specific circumstances and nothing in this document constitutes legal 

advice. HKEX shall not be responsible or liable for any loss or damage, directly or indirectly, arising from the use of or reliance upon any information provided in this 

presentation. 

Disclaimer
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