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Disclaimer

The information contained in this document is for general informational purposes only and does not constitute an offer, solicitation, invitation or recommendation to subscribe
for or purchase any securities, or other products or to provide any investment advice or service of any kind. This document is solely intended for distribution to and use by
professional investors. This document is not directed at, and is not intended for distribution to or use by, any person or entity in any jurisdiction or country where such
distribution or use would be contrary to law or regulation or which would subject Hong Kong Exchanges and Clearing Limited (“HKEX”) to any registration requirement within
such jurisdiction or country.

This document contains forward-looking statements which are based on the current expectations, estimates, projections, beliefs and assumptions of HKEX about the
businesses and the markets in which it and its subsidiaries operate. These forward-looking statements are not guarantees of future performance and are subject to market
risk, uncertainties and factors beyond the control of HKEX. Therefore, actual outcomes and returns may differ materially from the assumptions made and the statements
contained in this document.

Where this document refers to Shanghai-Hong Kong Stock Connect and/or Shenzhen-Hong Kong Stock Connect (together, the “Stock Connect” programs), please note that
currently, access to northbound trading is only available to intermediaries licensed or regulated in Hong Kong; southbound trading is only available to intermediaries licensed
or regulated in Mainland China. Direct access to the Stock Connect is not available outside Hong Kong and Mainland China.

Where this document refers to Bond Connect, please note that currently, access to northbound trading is only available to foreign investors that are able to trade onshore
bonds on the China Foreign Exchange Trade System & National Interbank Funding Centre.

Although the information contained in this document is obtained or compiled from sources believed to be reliable, HKEX does not guarantee the accuracy, validity, timeliness
or completeness of the information or data for any particular purpose, and shall not accept any responsibility for, or be liable for, errors, omissions or other inaccuracies in
the information or for the consequences thereof. The information set out in this document is provided on an “as is” and “as available” basis and may be amended or changed.
It is not a substitute for professional advice which takes account of your specific circumstances and nothing in this document constitutes legal advice. HKEX shall not be
responsible or liable for any loss or damage, directly or indirectly, arising from the use of or reliance upon any information provided in this document.



Summary

HKEX plans to roll out FINI in Q2
2023, which will include an API
Gateway for market participants to
automate different types of IPO
workflows.

This workshop serves as a primer for
market participants on how to set up
and use the FINI APl Gateway.

Introduction

APl Access Setup

End-to-end Encryption

API Requests / Responses






Introduction

mEE o
IJ:II]Z
mEE o

Internal
applications

FINI API Gateway

Illustrative uses:

Enquire IPO
Reference
Data

Manage EIPO

Subscriptions

Confirm /
Reject EIPO
Funding

The FINI API Gateway offers a channel for market participants automate
different types of IPO workflows using JSON endpoints.

curl -X GET -H "Authorization: Bearer

€yJ0eXAIOIJKV1QILCIhbGEiOWIUZIINIJ9.eyIzdW IiOilXMMONTY30D YW RtaW4iOnRydW UsImp0aS|61jM5ZDg5MDcOLTIONWQINGQXNC04MzQ2LT
12MzQzYjdINTC2YylsImIhdCIEMT YXNDAOOTg1MSwizXhwljoxNJEOMDUZNDUXIQ.rogk6ISICMDIQBBf4fdSCYTL1odnel jBLKSgHgXm8c" https://connect-
am.u2cp.hkex.com.hk:443/apilipos/listivl ?size=5&nextCursor=0

curl -X POST -H "Authorization=Bearer

€yJ0eXAIOIJKV1QILCIhbGCiOIUZIINI9.eyIzdWIiOilXM{MONTY30D YW RtaW4iOnRydW jM5ZDg5MDCOLTIONW QINGQXNC04MZQ2LT
12M2QzYjdINTc2YylsImIhdCIEMT YXNDAOOTgLMSwiZXhwljoxNJEOMDUZNDUXIQ.rogk6ISICMDIQBBI4fdSCT L 1odnel jBLKSgHgXm8c" -H "X-FINI-ENCRYPTED-
KEY=Hajx922mwdB98nsit7g5elactVFYfgYieOQlav1pCmXV. 2J2fRIt1. qOwonyLyRMnq -+rd1gV2ck;; 0g1Sckf mMQf o
QHS51PFZ/xPPCMIFOPJge5cCTxpemVAgYvaLRnV|EGKp/XL3GCec2sUNSHIEJXVIOB6ZASIBhIRIKOB+2In0Y FreXI6gTKwiwrtLV(jV712YjMBAF8UayfFW AOIt6gNrmGwWO/oDOKA7ggOGK
XNWSOgD4Shnm72cxr7FGoDTsIVMNX9dN9+riz8/2CXSEUW74LSsr4ilfg==" -H "X-FINI-REQUEST-ID 4a7 4" -H "X-FINI-
TIMESTAMP=1655185516015" -H "X-FINI-SIGNATURE=1€5399379e7816c37b9{7a3803412c2a54dde050494e99420d781f3ae8861d7" -H "X-FINI-ENCRYPTION-CLIENT=YES"-d

am.u2cp.hkex.com.hk:443/api/eipofsubscriptions/add/vi

curl -X POST -H "Authorization: Bearer
eyJ0eXAIOIJKV1QILCJIhbGCIOIIUZIINII9.eyIzdWIiOiIXMjMONTY30D! YWRtaW 4i0nRydW UsImp0aSI6(jM5ZDg5MDcOLTIONW QINGQXNC04MzQ2LT
12MzQzYjdINTc2YylsImIhdCIEMT YXNDAOOTg1MSwiZXhwljoxNJEOMDUZNDUXIQ.rogk6ISICMDIQBBf4fd5CVT L1odneL j6LKSgHgXm8c" -d

,"message”:"","data":[{"transactionRef":"6398340
“preFundingStatus":"20" "exception”:[J}{ ransactio
nRef":"6398340114936","preFundingStatus":"20","exception

“{"data"[{ 6398340114921 ,"py 20°){ 6398340114936""p 0°).( "6308340114947","p ") 6398340114947","p
us""20°h{ 6398340114959""p "20'){ i 6398340114972","pi 0")])* https:/iconnect- "20","exception"[]},{‘transactionRef""6398340114959","pre
am.u2cp.hkex.com.hk:443/api/eipoffunding/confirm/vi i 0","exception”:[]}.{ ""63983

40114972","preFundingStatus":"30","exception":[]}],"totalSiz
€"5,"timestamp:"2021-09-30 11:55:21","exception™{]}

Obtain 5 latest active IPOs

Add 1 subscriptionto a
specific IPO

Confirm the funding of 5
EIPO subscriptions lists






APl Access Setup

Pre-requisites

To access the API Gateway, agent and machine profiles must be set up with the following items:

Iltem Used in this demo

A web browser to access the open internet Google Chrome

An algorithm to generate JSON Web Keys (JWK) [not within demo scope]

An algorithm to sign JSON Web Tokens (JWT) Postman

An application to make REST API calls Postman

/\ The applications used within this presentation are non-exhaustive. Users are recommended to implement
applications based on their firms’ technology stacks.

o



APl Access Setup

Step : Generate two sets of public keys

Each public key should comprise of:
= aJSON Web Key (JWK) (H); and
* an expiration date, in epoch format, for the public key (H)

“alg"; "RS256",
"n":"g-
LeVFNY9jfrAVY8YW1ORVFVgZcuBl48n2Y zFXksxGvDIQY058tRISHRMDx
YIiETN3HYHac-j03uydVrin9LnH_jQgCErSWQswzIj8_qfiPgfdkGxOMGDKJu-
WN3cldulUIZH5pBaQaqz9Bn7xhgbeXCZn1IWvché_te1fvx360bnKR8tkzagl
Gphoeijf77rYZ9iPcXsU_OwadB7RIIALCIb602pj2Y pGHBRUIORI0aU73zsx
QK78]3ryNolfOXBIMDERDQITIKWyXTOLM254bgUhnGg9pPOIWQYNOUZ7BS
paHNCEJWX3rYeqooL 0juwY XHupG_HC-nRq_mCQ",

"exp":1672491599

}

]

}
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Illustrative examples *

This JWK is generated from https://mkjwk.org/,
based on the following parameters:

Key Type RSA

Key Size 2048

Key Use Signature

Algorithm RS256

Key ID SHA-256 hash value of JIWK

X

' This expiration date is set at 2022-12-31 23:59:59,

generated from https://www.epochconverter.com/.

Note: the expiration date must be less than a year
away from the timestamp at which the agent /
machine profiles are created.

* These are online tools are for illustrative purposes only. Users are strongly recommended that these steps should be implemented based on their firm’s internal technology stacks


https://mkjwk.org/
https://www.epochconverter.com/

APl Access Setup

Step : Register public keys on Client Connect

Each set of keys can be used to register a machine and agent profile on the Access Management section of
the HKEX Client Connect website (https://connect.hkex.com.hk)*:

A | Access Management:

HKE X g oasiipoaro | @MANA
sRzEn B DAS o o

Dashboard

rytasks

Agent Profiles

+ CREATE AGENT PROFILE

Show filters

C | Agent / Machine Profile Creation:

HKEX @ 0AsHBOMRD @ MANAGE

TETL)

Securities and Futures Commission

Dotalls

Company

Agent JWT Issuer

Agent Public Key(s)

Machine Profile Limit

Agent Profile Status

Public Key (example)

{

"keys":[

{

“"alg":"RS-256",

"e":"AQAB",

"kty":"RSA",
“n":"ySMspbIxXSueMvtrx3NAhOWKrLYWAHEAfseHkyiRG2Hr4QJdIcJuQur
9ax46Lxehemx300maEhKw2rqwy3sf3NRkvS9j4Wb2xWAoM2MVQ2Awhw
OVsHLNkJzCIBGIUIMG_gA4ZcZgzROUBAGYIjNalDyEdCxemYeKSqaFAgty
SiCIYTnLAL50VinclpEQ4uh9Sq4jWjPhpSoVwRbipgXT57jIrrU771vzmIT60FU
pBnXKtWfmcLpU2fgaxsTI4_2Tbm1rK3AVk3hGfmd1l1ld_zDCOz61CJsRtHck
AXcx8Z_JsykUqcuS7W3CyhnDOdxnY 3nkyfHSLpP-TOJyJGHOObpQ",
“use":"sig",

"exp":1686660833,
"kid":"9751bcffb73e559ca8chd5347ce9d40f09562c560222035386383236ea
a2c087"

}

]

}

/\ Separate sets of public keys must be used to register the agent and machine profiles on Client Connect.

x * The manage machine and agent profile functions will be deployed on the HKEX Client Connect website during the market-wise testing phase. Itis currently NOT accessible by public internet, please do not attempt

accessing it.



https://connect.hkex.com.hk/

APl Access Setup

Step : Obtain an access token through an API call

Access tokens may be obtained through a POST API call:

API call (example)

curl -X POST -k -d "grant_type=urn:ietf:params:oauth:grant-type:jwt-bearer"
"assertion=eyJ0eXAiOiJKV1QiLCJhbGciOiJlIUzI1NiJ9.eyhdWQiOiJodHRw
czovL2Nvbm5lY3QtYWO0udTJjcC50a2V4LmNvbS50az00NDMvb3BIbmFtL29
hdXRoMi9ldS9hY2NIc3NfdGIrzZW4iL CIpc3MiOiJodHRweczovL3NmYy5jb20
uaGsvdGVzdC9qd3Rpc3N1ZXIiLCJIeHAIOJE2NTUyMTMwMzMsINN1Yil6im
hrZXhhcGkifQ.pwSwXNAdXHGK37pGUKrhpUKLXjwANtIT78tNgwwWbGc"
“client_assertion_type=urn:ietf:params:oauth:assertion-type:jwt-bearer"
"client_assertion=eyJ0eXAiOiJKV1QiLCJIhbGciOiJlUzI1NiJ9.eyJhdWQiOiJ
odHRwczovL2Nvbm5IY3QtYWO0udTJjcC50a2V4LmNvbS50az00NDMvb3BIb
S9hbS9vYXV0aDIvZXUvYWNjZXNzX3Rva2VuliwiaXNzljoiaHROCHM6Ly90
c2JjLmNvbS50ay9icm9rawsnL2p3dGlzc3VicilsimV4cCIEMTY INDg4MjUOM
Cwic3ViljoiaGtleGFwaSJ9.e50QWFPENTxZuiy5tfb2Y1ITwLOMT9-
CwdEd8z78LBQ"

@ For grant_type and client_assertion_type,
always use input “urn:ietf:params:oauth:grant-
type:jwt-bearer”

@ For assertion, it should be the RS256-signed
value of the agent profile payload

@® Forclient_assertion, it should be the RS256-
signed value of the machine profile payload

@® The URI used in the testing environment, a
different address may be used for production

{

“aud":"https://connect-

RS256

eyJ0eXAIOIJKV1QILCIhbGEiOWIUZIINIJ9.eyIhdWQiOiJodH

RwezovL 2NvbmsI1Y3QtYWOudTJjeC50a2V4LMNVbS50az00N
D Y WA4iLCIpe3
MiO 3NmY pc3N1Z
XILCIIeHAIOJE2NTUYMTMwMZzMsInN1Yil6ImhrZXhhcGKifQ.
PWSWXNAdXHGK37pGUKrhpUKLXjwANt9T 78tNqwwWhGe

aud The URI used in the testing environment, a different address may be used for production

iss Agent JWT Issuer value as registered in Agent Profile in Client Connect

exp Specifie; the expiration time. This is the Unix epoch time. Must be less than 30 minutes from current
system time

sub The user’'s Company ID in Client Connect

"aud":"htps:/iconnect-
am.u2cp.hkex.com.hk:443/openam/oauth2/eu/access_token”
iss""ec1a3544-acal-4adf-9d7a-9d82a4a597ad",

72531199,
""ecla3544-acal-4adf-9d7a-9d82a4a597ad"

eyJ0eXAIOIJKV1QILCIhbGCiOIIUZIINII9.eyIhdW QiOiJodH
RwczovL 2NvbmSIY3QtYW0udTJjcC50a2V4LmNvbS50az00N
DMvb3BIbS9hbS9vYXV0aDIVZXUVYWN]ZXNZX3Rva2Vuliwia
I y9oc2JjL1 2p3dG
16MTY1NDg4MjUOMC
J9.650QWFPENTXZuiy5tfb2Y1IITwLOMT9-CwdEd8278LBQ

aud The URI used in the testing environment, a different address may be used for production

iss Machine Profile UUID. Machine Profile UUID is system generated ID of Machine profile.

exp Specifies the expiration time. This is the Unix epoch time. Must be less than 30 minutes from current
system time

sub Machine Profile UUID. Machine Profile UUID is system generated ID of Machine profile.

/\ Access tokens expire every 30 seconds and must be refreshed to operate the FINI API endpoints.

X



APl Access Setup

llustrative demo

Home  Workspaces Reports  Explore

Scratch Pad New  Import

5 crypto
T Simulate Participant to gen...
osT decrypt the payload
Get Crypto Metadata
ipos
Enquire IPO List
Enquire IPO Reference Data
5 eipo
subscriptions

Add EIPO Application Ent

Change EIPO Application...

Invalidate EIPO Applicati...

Enquire EIPO Application ...

£ funding

Enquire EIPO Funding Val...

Confirm EIPO Funding Va...

ForgeRock to take the JWT

[F5] Access token is missing or in...

(3] Run

Authorization

This authorization method will be used for every request in this folder. You can override this by
specifying one in the request.

Documentation

crypto

ipos

sipo

sign In







End-to-end Encryption

Pre-requisites
End-to-end encryption / decryption must be adopted for API requests / responses involving Personal Identifiable

Information (PII). This applies to following data fields across EIPO subscription-related API endpoints:
= Type of identification held by the applicant (idType)

= Issuing authority of the applicant’s identification document (idCountryJurisdiction)

= |D number of the applicant’s identification document (idNum)

= Full English name of the applicant (fullNameEng)

= Full Chinese or non-English name of the applicant (fullNameChi)

Iltem Used in this demo

An algorithm to generate random and

Java (library: SecureRandom)

pseudorandom numbers

An algorithm for AES-256, RSA and HMACSHA256 . .

. . Java (library: Crypto)
encryption / decryption
An application to make REST API calls Postman

/\ The applications used within this presentation are non-exhaustive. Users are recommended to implement
applications based on their firms’ technology stacks.

X



End-to-end Encryption

Step

Use the access token to call the crypto metadata API:

API Call (example)

curl -d "Accept=application/json" "Accept-Language=en-US" "Bearer
eyJ0eXAiOiJKV1QiLCJIhbGciOiJIUzI1NiJ9.eyJzdWIiOilxMjMONTY 30Dkwliwi
bmFtZSI61kpvaG4gRGIlliwiYWRtaw4iOnRydWUsImp0aSI61jM5ZDg5MDcOL
TIONWQINGQXNC04MzQ2L TI2MzQzYjdINTc2YylsImlhdCI6MTYXNDAOOTg1
MSwizXhwljoxNjEOMDUZNDUXQ.rogk6ISIjCMDIQBBf4fd5CvTL 1odneLj6LKS
gHgXm8c" https://connect-am.u2cp.hkex.com.hk:443/api/crypto/meta

API Response (example)

{

“code": "0"

"message": ",

“"data": {
“publicKey":"MIIBIjANBgkqhkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAuUh
[iIUUOPQEK/2HzBNcFMprLMmp0Z/kUj69+eP2d03gk OFShOfb/wi2Nmm3m

oFfab2qQgj4+I0F4zJzL9pd+QXSU+dmeEokXMVZpeqCr1zDn4l66usF
CANWQCPIXQpVxjmTzK6elLOpEk3wvRyW+mGgAJqPJvmatVmYXKv

pmHdaOXN9vdK1506cYm5aEPg1+ih05+N+UI3QeEYjv3! pvEXBr52w
0Z6MEL YeOEdWrvp7U3p8eJGaaXTLkogemIBWKfCefxqcr 0/X6h0J

38XhrQLULSGtPUBAI3B4mfH504HI3cdX7pgnsgikNnwWqfjew89z+gvFQI
DAQAB",

"serverTimestamp": 1640070861735

}
}

: Record the public key and system time difference

This value should be stored for Step

The time difference between the serverTimestamp and API
user’s system timestamp (epoch milliseconds format) should
be stored for Step



End-to-end Encryption
Step : Generate data key and initialization vector to encrypt data fields

Both fields should be generated using random or pseudorandom algorithm, then encoded in base64 format:

Random / pseudorandom 32-byte string Random / pseudorandom 12-byte string
YN5i4GiggMKcOgr4oDDplntc9866elbh f9sjgnikmZNO9CeG

N

Data key (base64) Initialization vector (base64)
WU41aTRHaXFnTUtjT2dyNG9ERHBJIbNRjOTg2NmVsYmg= ZjlzamduaUttWk5POUNIRwo=

The concatenation of the data key and initialization vector should then be used as the secret key for encryption:
Data field (fullNameEng)

Mercy Tam

" Green = valueto be encrypted. Encrypted value (fullNameEng) Algorithm AES (256 recommended)
Datakey Initialization vector sTAABJj2s184hRecnE3tWBIUXIXVFIgiiow== Mode GCM
Padding NoPadding

Secret (Data key + # + initialization vector)

WU41aTRHaXFnTUtjT2dyNGO9ERHBJIbnRjOTg2NmVsYmg=#ZjlzamduaUt
tWk5POUNIRwo=

A "%enc_%" prefix should then be appended before the encrypted value:

Original input (fullNameEng) Original input (fullNameEng)

"fullNameEng":"Mercy Tam" "fullNameEng":"%enc_%sTAA6Jj2sI84hRcnE3tWBIUxixVFIgiiow=="




End-to-end Encryption

Step : Submit the encrypted API request with HTTP headers

API request (example)

curl -X POST -k -d "Authorization=Bearer
eyJ0eXAiOiJKV1QiLCJIhbGciOiJIUzIINiJ9.eyJzdWIiOilxMjM
ONTY3ODkwliwibmFtZSI6lkpvaG4gRGIlliwiYWRtaw4iOnR
ydWUsImp0aSI6ljM5ZDg5MDCOL TIONWQINGQXNC04MzQ
2LTI2MzQzYjdINTc2YylsImlhdCIEBMTYXNDAOOTgIMSwWiZX
hwljoxNJEOMDUzNDUXxfQ.rogk6ISIjiCMDIQBBf4fd5CvTL1od
neLj6LKSgHgXm8c" "X-FINI-ENCRYPTED-
KEY=Hajx922mwdB98nsit7g5elactVFYfgYieOQlavV1pCmXVIFK8IUWHJIJzf
RIt11n0c+waFqOwonyLyRMnqUGNIEfmhxC+rd1gVg2cKjZOrGPXEWRNtimO
g1SckimMQfZEg8BROA6VIDLCOQH51PFZ/xPPCMIFOPJge5cCTxpecmVAgYy
aLRnVjE6Bkp/xL3GCec2suNSHjEJdXVJIO86ZAsJ6hIRfkOB+zIN0YFreXI6gT
KwiwrtL Vfj\712YjMBAF8UayfFWAOIt6gNrmGwO/oDOKA7ggOGKXNWSOgD
4Shnm72cxr7FGoDTsIVMNX9dN9+riz8/2CXSAEuw74LSsr4ijfg==""X-FINI-
REQUEST-ID=cbbfb2afa2094b14a7c6b66a0a399034" "X-FINI-
TIMESTAMP=1655185516015""X-FINI-
SIGNATURE=1e53e99379e78f6c37b9f7a3803412c2a54dde050494€99420d
781f32e8861d7"" =YES" https://connect
am.u2cp.hk

For Authorization, it should be the JWT access token

For X-FINI-ENCRYPTED-KEY, it should be the
concatenation of the data key and initialization
vector (delimited by #), encrypted using the publicKey
from Step

For X-FINI-REQUEST-ID, it should be a GUID with no
hyphens

For X-FINI-TIMESTAMP, it should be the system local
timestamp + time difference from Step

For X-FINI-SIGNATURE, it should be the
concatenation of the encrypted fields, X-FINI-
REQUEST-ID and X-FINI-TIMESTAMP, encrypted
using the data key

The URI used in the testing environment, a different
address may be used for production

Data key
Initialization vector

WU41aTRHaXFnTUG T2dyNGOER
HBJbNRjOTg2NmVsYmg=#zjlzam
duaUttwk5POUNIRwO

cbbfb2afa2094b14a7¢6b66a0a399

034

Encrypted payload
X-FINI-REQUEST-ID
X-FINI-TIMESTAMP

{"data”:[{"requestID":
*1234" "idList":[{"idType":"
_%eapFkonN3fzIDdSEKIDIEQg=",
“idCountryJurisdiction”:" %enc_
9%ACzv0a5ZmoiXFScy hNbRKtxUg
w==""idNum":"%enc_%BVeZohP
EphW7EeSIE2UMPEbNM/QDKIYus
bM=""fullNameEng" " %enc_%CQ
NGPKKSIFHrGOMgkJROSMXZe+k
EXEZ61hECNN/P" "fullNameChi*:"
9tenc_%rtYClbx0dZksk9K1QLPN
T3zAjRi2YaZuWQ=:
tity”:"1000","firmID":
nRef":"1992b5¢2-fd 16-457-8387-
738cb7aa75fb"}]}cbbfb2afa2094b
14a7c6b66a0a3990341672531199
012

RSA/None/PK

CS1Padding
—

<

Hajx922mwdB98nsit7g5elactVF YfgYieOQlav1pCmXVJIF
K8IUWHJJzfRIt11n0c+waFqOwonyLyRMnqUGNIEfmhxC
gVq2cK|Z0 0g1SckimMQ

VIbCOQHS1PFZ/xPPCMIFOPJge5cCTxpcmVAgYvaLRnVj
E6kp/xL3GCec2SUNSHjIEIIXVIO86ZASIBhIRTKOB+ZIN0
YFreXI6gTKwiwrtLVfV712YjMBAF8UayfFWAOIGGNrmG
WO/0DOKA7ggOGKXNW SOgD4Shnm72cxr7FGoDTsIvMn
X9dNO+iz8/2CXSAEUW7ALSsrijfg==

This is what a Globally Unique Identifier (GUID) without

hyphens looks like. A new GUID should be generated for
every new request.

HMACSHA256
—

1e53e99379e78f6c37b9f7a3803412c2a54dde050494e99
420d781f3ae8861d7




End-to-end Encryption

llustrative demo

Home  Workspaces Reports  Explore

Scratch Pad New  Import

5 erypto
ST Simulate Participant to gen...
osT decrypt the payload
Get Crypto Metadata
ipos
Enquire IPO List
Enquire IPO Reference Data
5 eipo
subscriptions
Add EIPO Application En
Change EIPO Application...
Invalidate EIPO Applicati...
Enquire EIPO Application ...
£ funding
Enquire EIPO Funding Val...
Confirm EIPO Funding Va...
ForgeRock to take the JWT

[F5] Access token is missing or in...

(3] Run

Authorization

This authorization method will be used for every request in this folder. You can override this by
specifying one in the request.

Documentation
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ipos

sipo

sign In







APl Requests / Responses

Pre-requisites

To start making API calls to the FINI API Gateway, the following items are required:

ltem Used in this demo
An algorithm to format JSON
Java
payloads
?;Izppllcatlon to make REST API Postman

/\ The applications used within this presentation are non-exhaustive. Users are recommended to implement
applications based on their firms’ technology stacks.

X



APl Requests / Responses
Step Jfl}: Select applicable URI

Each API endpoint will have its own applicable Uniform Resource Identifier (URI):

*lapi/ipos/list/ivl
| |PO Reference Data

*/apilipos/refdata/vl

*/api/eipo/subscriptions/add/v1l
*/api/eipo/subscriptions/change/vl
| EIPO Subscription

*/api/eipo/subscriptions/invalidate/vl

*/api/eipo/subscriptions/query/vl

*/api/eipo/funding/confirm/vl
__ EIPO Funding

*/api/eipo/funding/query/vl

* The URL to the FINI API Gateway should be appended before the specific endpoint. For the purposes of this presentation and demo, the URL is https://connect-am.u2cp.hkex.com.hk:443/ (NOT accessible by public
internet, please do not attempt connecting to it).



APl Requests / Responses

Step : Populate the required data fields

For endpoints, the data fields should be populated within the URI:

Worked example
URL:
*lapi/ipos/list/vl <— The API endpoint for enquiring the list of IPOs on the system
Data fields:

T e e

1 size Integer 18 Expected page size of the API response. Must be between 1 and 1,000. If
null or blank, defaultas 100.
2 nextCursor | String 20 Yes Key reference (ipolD) from which the response message should start. "0"

should be used to start from the firstindex.

Pseudo code:

curl -X GET -H "Authorization: Bearer
eyJ0eXAiOiJKV1QiLCIhbGciOiJlUzI1NiJ9.eyJzdWIiOilxMjMONTY30DkwliwibmFtZSI61kpvaG4gRGIlliwiY
WRtaW4iOnRydWUsImp0aSI6/jM5ZDg5MDcOLTIONWQtNGQXNC04MzQ2LTI2MzQzYjdINTc2YylsimlhdC
16MTYXNDAOOTg1MSwiZXhwljoxNjEOMDUzNDUXfQ.rogk6ISIjiCMDIQBBf4fd5CvTL1odnelLj6LKSgHgXm8
c" https://connect-am.u2cp.hkex.com.hk:443/apilipos/listivl?size=5&nextCursor=0

Please give me the five latest IPOs recorded within the system

For [ Z0}5iF endpoints, the data fields should be populated in a JSON payload:

Worked example
URI

POST JEVVET SV A S oIl Ia L [VIs7A M <— The API endpoint for enquiring own EIPO subscriptions
Data fields:
R T

data Object Yes

1.1 | ipolD String 20 No Must be a valid ipolD from the Enquire IPO List API endpoint. Mandatory
if recordID [Field #1.2] = null or blank.

1.2 recordID Arrayof | 1000*  No Must be a valid Record ID within own subscription list, under "Authorised”
String 7 sub-flow status. Mandatory if ipolD [Field #1.1] = null or blank.
1.3  subFlowStatus = String 2 No To filter response by a subscription’s status, either by "Authorised”

(active) or “Invalidated" (removed).

2 size Integer 18 No Expected page size of the API response. Must be between 1 and 1,000.
If null or blank, default as 100.

3 nextCursor String 20 Yes Key reference (recordID) from which the response message should start.
"0" should be used to start from the firstindex.

Pseudo code:

curl -X GET -H "Authorization: Bearer
eyJ0eXAiOiJKV1QiLCIhbGciOiJlUzI1NiJ9.eyJzdWIiOilxMjMONTY3ODkwliwibmFtZSI61kpvaG4gRGOlliwiY
WRtaW4iOnRydWUsImp0aSI6/jM5ZDg5MDcOLTIONWQtNGQXNC04MzQ2LTI2MzQzY|dINTc2YylsImlhdC
16MTYXNDAOOTg1MSwiZXhwljoxNJEOMDUzNDUXQ.rogk6ISIjiCMDIQBBf4fd5CvTL1odnel j6LKSgHgXm8
c"-d "{"data":{"ipolD":"1234"},"size":100," nextCursor":"0"}" https://connect-
am.u2cp.hkex.com.hk:443//api/eipo/subscriptions/query/vl

?

Please give me the 100 latest EIPO subscriptions for ipolD 1234

x * The URL to the FINI API Gateway should be appended before the specific endpoint. For the purposes of this presentation and demo, the URL is https://connect-am.u2cp.hkex.com.hk:443/ (NOT accessible by public

internet, please do not attempt connecting to it).



APl Requests / Responses

llustrative demo

Home  Workspaces Reports  Explore

Scratch Pad New  Import

5 crypto
T Simulate Participant to gen...
osT decrypt the payload
Get Crypto Metadata
ipos
Enquire IPO List
Enquire IPO Reference Data
5 eipo
subscriptions

Add EIPO Application Ent

Change EIPO Application...

Invalidate EIPO Applicati...

Enquire EIPO Application ...

£ funding

Enquire EIPO Funding Val...

Confirm EIPO Funding Va...

ForgeRock to take the JWT

[F5] Access token is missing or in...

(3] Run

Authorization

This authorization method will be used for every request in this folder. You can override this by
specifying one in the request.

Documentation

crypto

ipos

sipo

sign In




For further information on HKEX, please go to

hkexgroup.com and hkexnews.

=
For further information on FINI, please go to
hkex.com.hk/fini -

- g—
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