Guidance Notes on Setting Up CCASS User Profile (for New CCASS Participant)
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1. The applicant must complete the ‘User Profile for Delegated Administrator for New CCASS Participant’ to
appoint its own administrators (at least one maker and one checker Delegated Administrator [DA]) to
maintain user profiles and reset smartcard passwords of its authorised users. Please refer to Appendix |
Administration Right Listing to ensure correct completion.
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The applicant also needs to complete the ‘Smartcard Request Form for New CCASS Participant’ requesting
smartcards for its authorised users to perform various CCASS functions.
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Please call CCASS hotline at 2979-7111 if you need further assistance.
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2. For better internal control, HKEX recommends the applicant to appoint staff not involved in CCASS
operations as DAs.
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3. In the event of the applicant’s successful application as a CCASS Participant, HKEX will contact the
applicant for the collection of smartcards issued to each of its DAs and authorised users before
commencement of its approved use of the CCASS services. HKEX will charge the applicant a fee for each
smartcard issued.
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4. On the commencement date to use CCASS services, maker and checker DAs should refer to Appendix |1
User Access Level Assignment to grant appropriate access authority to the authorised users regarding user
access level (user group) and transaction limit etc. Addition of user access levels to authorised users will be
effective the following one to two hours after execution.
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In assigning the user access level to authorised users, the participant should evaluate its risk control
requirements to meet its own operational needs. The participant should consider whether to assign one of its
users the full and highest authority, i.e. a combination of all access levels such that its daily CCASS
operations can still function in full when one of its users is absent from office, taking into account of its
internal control effectiveness.
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5. Subsequent changes or amendments to the DAs’ administration rights must be made on prescribed form
‘User Profile for Delegated Administrator (DA)’ and additional smartcards can be requested by completing
‘Smartcard Request Form for CCASS/CCMS User’. Both of the forms can be downloaded from the CCASS
Terminal User Guide for Participants. Completed forms should be submitted to HKEX at least three working
days prior to the stipulated effective date.
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