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THE STOCK EXCHANGE OF HONG KONG LIMITED

(A wholly-owned subsidiary of Hong Kong Exchanges and Clearing Limited)

MY CIRCULAR

Subject: Renewal of China Connect Central Gateway (CCCG) RSA Public Key
Enquiry: Participant General Enquiry Hotline! (Tel: 2840 3626 E-mail: trd@hkex.com.hk)

China Connect Exchange Participants (CCEPS) are requested to note that, for security reason,
HKEX will regularly renew the RSA public key for CCEPs to encrypt the password used to logon to
CCCG session(s). As such, HKEX is going to schedule the renewal of the CCCG RSA public key
in upcoming months on CCCG End-to-End (E2E) testing environment first and then to the CCCG
production environment.

To reduce operational impact to CCEPs, a transitional period is arranged. During the transitional
period, both the old and new RSA public key are allowed to use for encryption of CCCG session
logon password. After the transitional period, only new RSA public key is allowed to use.
CCEPs are requested to prepare and take action to renew the CCCG RSA public key for all CCCG
sessions in both E2E testing and production environments during the respective transitional
periods.

HKEX will distribute the new CCCG RSA public key to all CCEPs via Electronic Communication
Platform (“‘ECP”). CCEPs can use production user ID with “TO” user group (i.e. user ID of
MXXXXXTOXXX) and production password to get the new CCCG RSA public key.

Below is the summary of RSA public key renewal schedule of E2E testing environment. HKEX will
announce the exact renewal schedule of the production environment in due course.

1 All calls to and from the Participant General Enquiry Hotline may be recorded. HKEX Privacy Policy
Statement is available here.

ERRZREHFERLR
EEPRESFEBSHERAMS2HsE info@hkex.com.hk
Hong Kong Exchanges and Clearing Limited (t) +852 2522 1122 (f) +852 2295 3106

8/F, Two Exchange Square, 8 Connaught Place, Central, Hong Kong hkexgroup.com | hkex.com.hk


https://www.ecp.hkex.com.hk/logon.aspx
http://www.hkex.com.hk/Global/Exchange/Privacy-Policy?sc_lang=en
mailto:trd@hkex.com.hk

HKEJ( 2

X 7 Fi

RSA public key renewal schedule:

CCCG Environment
Details End-to-End Testing Production
Download new RSA Public Key from ECP | 28 January 2022 Mid-March 2022
onwards
Transitional Period allows to use old and | 8 February to 4 March Mid-March to Mid-April
new CCCG RSA Public Key 2022 2022
Use new CCCG RSA Public Key only 7 March 2022 onwards After mid-April 2022
Olivia Mak

Senior Vice President
Trading Department
Operations Division



